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Security software

Secunia Security Advisories
| n # $ Highly/Extremely Critical Advisories (2003 - 2007)
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This graph was generated by Secunia.
Based on wvulnerability information available at http: //secunia.com,




Verifies integrity *  Cryptographically

manifest Program signed manifest
Reverses \ ' Integrity Manifest || Contains
relocation fix-ups l - *  cryptographic
using manifest hashes or
information % programs in-

memory contents
* Relocation Fix-up
information

Performs hash
verification of
program image

Fault Events

i : :
Registration _I# ‘ \41 Circumvention

* Eavesdropping
* Modifications
» Disabling

e
Populates a protected page table (PPT) with measured and verified program pages corresponding to

programs linear address space and updates page attributes in active page table (APT)
* Private Code: APT (R--)/PPT(R-X)
* Private Data : APT (---) /IPPT(RW-)
e Shared Code: APT(RWX)/PPT(RWX)
e Shared Data : APT(RW-)/PPT(RW-)
Enforces memory protection as guest page tables (GPT) are shadowed as APT
lllegal accesses trap to hypervisor and handled as per policy. Notifications to policy manager
Current implementation supports non-paged programs. Future work ongoing to support paged programs.
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Synchronize APT/PPT

L2E
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L1E !

Track paging events in APT and keep PPT updated

L1E
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Continually enforce protection for agent pages per registered

attributes

Protected Agent &gw
On registration the per
Shared Data page information for the

agent pages updated and
existing APT entries
Protected Data updated to satisfy agent
protection

Shared Code

Protected Code

On Entry into Protected Domain
. Enter from transition page using hypercall
. Clone of the page table leading to agent pages
. Mark cloned entries as XD
. Open paths to the agent pages
- only code pages marked as executable
. Add protected page table CR3 to CR3TL
Add PPT to LRU list
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