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Motivation

Malware and Stealth ware on the Rise

Growth of Malware Using Stealth Techniques since 2003

Sample counts submitted to Panda Labs

2005 2006

Source. Panda Soffware, 2007

Buggy 3rd party drivers in Kernel
OS Kernel

Rootkits subvert critical services

Security software

Secunia Security Advisories
Highly/Extremely Critical Advisories (2003 - 2007)
200

This graph was generated by Secunia.
Based on wvulnerability information available at http: //secunia.co

m,

Software and Solutions Group




Virtualization Enabled Integrity Service (VIS) Overview

Verifies integrity

DOMO Guest VM

Cryptographically

manifest signed manifest
Reverses \ """""""""" Contains
relocation fix-ups li =By cryptographic
using manifest hashes or.
information programs in-
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verification of
program image

Manager

Fault Events

memory contents
Relocation Fix-up
information

Circumvention

Regigtration XEN Hypervisor Eavesdropping
] Modifications
Memory Protection Manager Disabling

ra

Populates a protected page table (PPT) with measured and verified program pages corresponding to

programs linear address space and updates page attributes in active page table (APT)

- Private Code: APT (R--)/PPT(R-X)

- Private Data : APT (---) /PPT(RW-)

- Shared Code: APT(RWX)/PPT(RWX)
. Shared Data : APT(RW-)/PPT(RW-)

Enforces memory protection as guest page tables (GPT) are shadowed as APT
lllegal accesses trap to hypervisor and handled as per policy. Notifications to policy manager
Current implementation supports non-paged programs. Future work ongoing to support paged programs.
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Memory Protection - Theory of operation
crz | VMM CEntry Point Match>

l l

Active Page Table (APT) Protected Page Table (PPT)

EIP

EIP
Page Frame 2

Protected Protected
Agent Agent

e Default scheme introduces excessive performance overheads due to page
faults on each entry and exit to/from the PPT
e Optimized scheme using CR3 Target list (CR3TL)

— List programmed with validated CR3 entries by VMM; no exit from guest on CR3
switch to values programmed in CR3TL

— Feature on the VT enabled processors
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Memory Protection — Acceleration using CR3
Target List

Active Page Table (APT) Protected Page Table (PPT)

EIP =)

A 4

Page Frame 1

Transition Page (Read-Only)

d
<«

]

.
.
| . a1
{ = .
= xa =

xaxaﬁxaxaxaxaxaxaxa .
...

.
%% @%ﬁ Page Frame 3

Protected
Agent

A 4

5 s
e

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ
-

A 4

Page Frame 4

:
i

;o

.

A 4

Page Frame 5

A 4

Page Frame 6 0

e Transition page used to enforce entry/exit from the protected agent
— Read-only page enforced by the VMM

e On each CR3 switch, VMM programs the CR3 values for APT and PPT
into a read-only table shared with protected agent

e VMM programs the CR3 values of APT and PPT into CR3 Target List
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Agent Structure

¥I5 Environment
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uest Domain % Program 3
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e Each protected agent identified using a unique 5 program Exit | °
agent UUID Points
CB3 Target Reqgister
e Each agent in a protection domain identified by U 4 | Rotive CR3 | Protected (3
a domain UUID 1 -
— One protection domain can hosts multiple i | i
agents N
- Agents in a given protection domain are :
friends and share one PPT for each APT Agent Manifest
e Pages belong physically to one agent

- Pages go out of protection domain when e Entry and Exit points into the program
that agent deregisters are controlled and enforced
- Synchronization b/w friends is agents _ Switch to PPT on entry

responsibility — expected behavior for co- _ _
operating agents - Switch to APT on exit
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Protected Agent Registration

Agent ID, Domain ID
Protected section Info
IMM verification status

e Agents register for protection using hypercall
into VMM and provides below information for

each agent section Domain Info
- Agent UUID /
- Daomain UUID _ Agent List » AgentQ |...-.._. » AgentN
- Linear address of section :
- Size of section : :
- Attribute - Shared Code, Shared Data, Prot Do.m List »Prot Dom O -------- »Prot Dom N
Protected Code, Protected Data i \
« DomainID
e VMM performs b_elow actions 0|_1 registration . Guest CR3, PPT CR3
- Update attributes of page in page . Protected shadow page
database datab
e Mark as protected and note the S?/r?charz?]ized o APT?
owner agent ¢ _ !
e Note type - Shared Code, Shared  LRU based ageing
Data, Protected Code, Protected
. Data . : Per Page Info
- Find all shadow mappings of page (in ;
APT) '
e Update attributes in page table Agent ID
entries
- Add agent information into registered Page Tvpe
agent list and mark as unverified 9e 'yp
- Notify registered IMM for verification
e PPT for protection domains created only after i

IMM verification successful
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Protected Page Table Construction
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\,7:. agent pages updated and
XD L3E existing APT entries
D L2E L1E 9 Protected Data updated to satisfy agent
0 L3E N\ protection
XD L3E » L2E . L1E
XD ks . — D L1E Shared Code
° L2E » L1E /
PCR3 > L2E Protected Code
» L1E
/
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Bl Bl Bl #/k
L3E L3E L1E '59'
L3E L2E L1E o
L3E L2E D L1E
L3E On Entry into Protected Domain
i . A L1E . Enter from transition page using hypercall

. Clone of the page table leading to agent pages
Mark cloned entries as XD

. Open paths to the agent pages
Synchronize APT/PPT - only code pages marked as executable

«  Track paging events in APT and keep PPT updated Add protected page table CR3 to CR3TL
. Continually enforce protection for agent pages per registered Add PPT to LRU list

attributes
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Threats Addressed

Circumvention
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Modification Eavesdropping

Software and Solutions Group



Conclusions and Future Work

e Conclusions

— Changes to Xen are modular and fit in well with current
program structure — about 3K lines of code added

— Penalty of CR3 switches avoided due to CR3 Target List
(CR3TL) in Intel Processors

— Transition into and out of protected page tables still incur
penalties due to CR3 switching and TLB flushes

e Future Work
— Support paged agents
- Extend memory protection framework to use EPT
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