Xen Crash Dumps on Solaris




Debugging Principles

» The most important bugs happen:
> at customer sites
> on mission-critical production systems
> are not easily reproducible

* S0, we must be able to:
> reliably get a crash dump on each failure
> analyze that dump on a different system

> be able to root-cause and fix the problem from the
information in that one dump



Solaris Panic Handling

- Capture state of panicking CPU
- Stop all other CPUs

* Dump crash information to raw disk partition
> Crash header
> Symbol table
> Per-page va->pfn mappings
> Pagetables
> All mapped kernel pages
> Optional — one or more processes

* Reboot



After Reboot

» Extract dump from raw partition
» Post-process and store as a core file
» Analyze using mdb or other tools



Xen Panic Handling

- Capture state of panicking CPU
- Stop all other CPUs
» Print panic message and register state

» Jump into dom0 - still in protected mode
> Jump target registered at domO boot using a platform op

» Qverlaps with kexec functionality
- Patch size: ~900 lines



High-level Dump Strategy

* Dump full dom0 image

» Add Xen symbol information to the dump

> |dentify the physical pages mapped by Xen
* Add them to the crash dump

* Reboot



Memory-Related Complications

» Dom0 pagetables are read-only
> Disable cr0.WP during pagetable updates

» Finding Xen's pages
> Don't want Solaris to grok Xen's VM structures

> Extract mappings from pagetables
> Ugly — but stable

» Xen's pages have no dom0 PFNs
> Can't use MFNs — might collide with Solaris PFNs

> Invent PFNs for Xen pages
> PFN is just an index into core data



Other Complications

* Interrupts/exceptions still go to Xen
> Install new IDT with simple dom0 panic handlers

» Device usage
> Reclaim/re-initialize the console
> Use polled I/O — no interrupts

» Time Management

> Reprogram APIC to get timer interrupts
> Use TSC to track time

> All time is relative, so 'time of day' doesn't matter
> Trust Xen's cpu_freq info to convert ticks to time



Xen Symbol Information

» Solaris build post-processes binaries

> Converts some DWARF debug information into 'Compact
Type Format

> Added to new .SUNW_ctf ELF section
> Removes STABS section(s)

* Apply same post-processing to xen-syms
> 32-bit PAE xen-syms
> As built: 2916356 bytes

>No sym 1nfo: 559088 bytes
> CTF: 813784 bytes



Accessing Symbols

» Currently installing both xen.gz and xen-syms
> Risk of a mis-match, so we might merge them

* xen-syms loaded at domO boot

> Text/data is already loaded by GRUB

> Just load symbol, string, and CTF information
> Stored in standard Solaris 'struct module'

> Maps VAs not accessible to OS, so not linked
unless/until Xen panics

* In dump, Xen looks like any other kernel module



Example - panic!

pani c[ cpu2] / vcpu=0xffbell00: Domain O crashed:

gs: 161 fs: 0 es: e010 ds: e010
edi: f4b63000 esi: ff192f62 ebp: ffbf3f38 esp: ffbf3flc
ebx: ffbf3f44 edx: 3 ecx: lef c eax: 3
trp: O err: O eip: ff13b83f cs: e008
efl: 282 usp: ffbf3fe0 ss: e010

cr0: 8005003b cr2: c5a08fd4 cr3: beld00 cr4: 6f 0

Xen pani c[ cpu2] / vcpu=0xffbell00: Domain O crashed:

ffbf 3f 38 Oxff11b058 (i n Xen)

ffbf 3f 48 Oxff1043f0 (in Xen)

ffbf3f68 Oxffl1l0435¢c (in Xen)

ffbf 3f 88 Oxff10438b (i n Xen)

ffbf3fa8 Oxffl7dafl (in Xen)

dunpi ng to /dev/dsk/cOt0dOsl1l, offset 860356608, content: kernel

100% done: 52473 pages dunped, conpression ratio 3.51, dunp succeeded



Example — starting postmortem

fsh-trout# Is -1I
total 1316400

-rTWTI--1-- 1 root r oot 1196459 Apr 10 11:29 unix.O0

-TWI--1-- 1 root r oot 672440320 Apr 10 11:59 vntore.O
fsh-trout# ndb *O

hoadlng nmodul es: uni x ?enunix sFecfs dtrace xpv_psm scsi_vhci ufs ip
Xg\c/)k]netl sctp arp usba fctl nca lofs zfs random sppp ptmnfs nd | ogi ndnux
> $<ut snane

{

sysnane = [ "SunQS" ]

nodenanme = [ "gol dcl oth" ]

release = [ "5.11" ]

version = [ "matrix-buil d-2007-04-02" ]
machi ne [ "i186pc" ]



Example — continuing postmortem

> xenver::print

{
Xv_ver = 0Oxccad8fcO "3.0.4-1-sun"
xv_chgset = Oxccadlf80 "Fri Jan 05 16:11:49 2007 +0000 13187: e2466414acc3"
xv_conpil er = OxccacffcO "gcc version 3.4.3 (csl-sol 210-3 4-20050802) "
xv_conpil e_date = Oxccad6f08 "Mon Apr 2 06:59:37 PDT 2007"
xv_conpil e_by = Oxccad8f a0 "xen-di scuss”
xv_conpi |l e_domai n = Oxccad8f 80 "opensol aris.org"
Xv_caps = Oxccad8f 60 "xen-3.0-x86_32p"
}
> . xpvbuf
Xen pani c[ cpu2] / vcpu=0xffbell00: Domain O crashed:
gs: 161 fs: 0 es: e010 ds: e010
edi: f4b63000 esi: ff192f62 ebp: ffbf3f38 esp: ffbf3flc
ebx: ffbf3f44 edx: 3 ecx: lefc eax: 3
trp: O err: O eip: ff13b83f «cs: e008
efl: 282 usp: ffbf3fe0 ss: e010
cr0: 8005003b cr2: c5a08fd4 cr3: beld00 cr4: 6f O

ffbf3f38 Oxffl1llb058 (i n Xen)
ffbf 3f 48 Oxff1043f0 (i n Xen)
ffbf3f68 Oxffl1l0435c (in Xen)

... ]



woun
Example - stack
> $C
ff bf 3f 38 xpv pani c+0x33()
ff bf 3t 48 xpv donD_shut down+0x43()
ff bf 3f 68 xpv domai n_shut down+0x22()
ffbf 3f 88 xpv' ___domai n_crash+0x9d()
ffbf 3fa8 xpv' __domai n_crash_synchr onous+0x25()
ffbf3fc8 Oxffl7dafl() - Exception frame. Needs work.
c5a0904c page_ctr_sub+0x47(0, 0, 3328700, 1)
c5a090e4 page get mode freelist+0x3cl(0, 10, 0, 0, 20009)
c5a09164 page get freelist+0x16f(f502ed14, e5406000, 0, c5a09224, e5406000,
[...]
c5alal54 lofi _map fil e+0Oxfc(2400000, c5al0a3e8, 1, c5a0a800, cd326e78, 80100403)
c5a0a360 | ofi _ioctl +0x13e(2400000, 4c4601, c5a0a3e8, 80100403, cd326e78,
c5a0a38c cdev_ioctl +0x2e(2400000, 4c4601, cb5ala3e8, 80100403, cd326e78, c5a0a800
c5a0a3b4 I di ioctl+0xa4(df b15310, 4c4601, c5al0a3e8, 80100403, cd326e78, c5a0a800
c5a0a804 xdb_set up_node+0xbc(e52e1000, c5ala84c)
c5a0ac58 xdb_open_devi ce+0xc9(e52e1000)
c5alac88 xdb_start connect +0x59(e52e1000)
cbalacbc xdb_oe state change+0x70(c66c9088, c57e5c40, 0, c5al0ad70)
c5al0acf 8 ndi _event run_cal | backs+0x87(c54f 0d80, c66c9088, c57e5c40, c5alad

[...]
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Example — follow the clues

Exception frame pointer

> ffbf 3fc8, 4/ X /°elp\

Oxf f bf 3f c8: c5a0901c 0 e0002 f4c76e9d

- Extract the faulting instruction pointer from the
exception frame

> Yes. This should be cleaner.



Example — follow the clues

> ffbf3fc8, 4/ X

Oxf f bf 3f c8: c5a0901c 0 e0002 f4c76e9d
> f4c76e9d: : ' s

page _ctr_sub_internal: pushl  %bp

page _ctr_sub_internal +1: novl Yesp, Yebp

page_ctr_sub_internal +3: subl $0x30, %esp

page_ctr_sub_internal +6: andl $OxfffffffoO, Yesp
page_ctr_sub_internal +9: pushl  %ebx

page_ctr _sub_int ernal +0xa: pushl  %esi

page_ctr_sub_i nternal +Oxb: pushl  %edi

» Look at the instruction
> A simple push. Not many ways for this to go wrong.



Example — follow the clues

> ffbf3fc8, 4/ X

Oxf f bf 3f c8: c5a0901c 0 e0002 f4c76e9d
> f4c76e9d/ ai 1

page_ctr _sub_internal +9:

page _ctr_sub_internal +9: pushl  %ebx
> .. xpvbuf 'egrep "(cr2|vcpu)" faulting vepu
Xen panic[cpu2]/vcpu:OXffbe1100?7§;;;rl0 crashed:
cr0: 8005003b cr2: c5a08fd4 cr3: beld00 cr4: 6f 0

faulting address

» Revisit the panic message for some basic
information



Example — follow the clues

> ffbf3fc8, 4/ X
Oxf f bf 3f c8: c5a0901c 0 e0002 f 4c76e9d
> f4c76e9d/ ai 1
page_ctr _sub_internal +9:
page _ctr_sub_internal +9: pushl  %ebx
> .. xpvbuf 'egrep "(cr2|vcpu)"
Xen pani c[cpu2] /vcpu=0xffbell00: Domain O crashed:

cr0: 80050 — c5a08fd4 cr3: beld00 cr4: 6f 0
> Oxffbell0O0::print struct vcpu vcpu_id

vcpu_id =0

» |dentify the faulting vcpu



Example — follow the clues

> ffbf3fc8, 4/ X
Oxf f bf 3f c8: c5a0901c 0 e0002 f 4c76e9d
> f4c76e9d/ ai 1
page_ctr _sub_internal +9:
page _ctr_sub_internal +9: pushl  %ebx
> .. xpvbuf 'egrep "(cr2|vcpu)"
Xen pani c[cpu2] /vcpu=0xffbell00: Domain O crashed:

cr0: 8005003b cr2: c5a08fd4 cr3: beld00 cr4: 6f 0
> OxffbellOO::print struct vcpu vcpu_id
vcpu_id = 0

> :cpuipfo
I?‘996§Wf FLG NRUN BSPL PRI RNRN KRNRN SW TCH THREAD PRCC
041 50454b8 1b 0 0 60 no no t-0 c5a0ade0 sched
1 ¢c5423080 1b 1 0 59 yes no t-0 c6178ee0 python2. 4
2 c5a71a80 1b 0 0 59 no no t-0 c6l7cacO xenstored
3 c5a70a00 1b 1 o -1 no no t-0 c5af ddeO (i dle)

» Map the Xen vcpu to a Solaris CPU



Example — follow the clues

> ffbf3fc8, 4/ X
Oxf f bf 3f c8: c5a0901c 0 e0002 f 4c76e9d
> f4c76e9d/ ai 1
page_ctr _sub_internal +9:
page _ctr_sub_internal +9: pushl  %ebx
> .. xpvbuf 'egrep "(cr2|vcpu)"
Xen pani c[cpu2] /vcpu=0xffbell00: Domain O crashed:

cr0: 8005003b cr2: c5a08fd4 cr3: beld00 cr4: 6f 0
> OxffbellOO::print struct vcpu vcpu_id
vcpu_id = 0
> ::cpuinfo
| D ADDR FLG NRUN BSPL PRI RNRN KRNRN SW TCH THREAD PRCC

0 f50454b8 1b 0 0 60 no no t-0 c5aladeO0 sched
1 ¢c5423080 1b 1 59 c6178ee0 python2. 4
2 c5a71a80 1b c6l7cacO xenstored

3 c5a70a00 1b no t-0 c5af ddeO (i dle)
“print kthread t t_stkbase

-stiese = Dreheosn - Examine the thread on that CPU




Example — follow the clues

> ffbf3fc8, 4/ X
Oxf f bf 3f c8: c5a0901c 0 e0002 f 4c76e9d
> f4c76e9d/ ai 1
page_ctr _sub_internal +9:
page _ctr_sub_internal +9: pushl  %ebx
> .. xpvbuf 'egrep "(cr2|vcpu)"
Xen pani c[cpu2] /vcpu=0xffbell00: Domain O crashed:

cr0: 8005003b cr2r3: bel1d00 cr 4: 6f 0
t n

> OxffbellOO0::print struc t—vTpu_i d
vcpu_id = 0
> ::cpuinfo
| D ADDR FLG NRUN BSPL PRI RNRN KRNRN SW TCH THREAD PRCC

0 f50454b8 1b 0 0 60 no no t-0 c5a0ade0 sched
1 ¢c5423080 1b 1 0 59 yes no t-0 c6178ee0 python2. 4
2 c5a71a80 1b 0 0 59 no no t-0 c617cacO xenstored
3 c5a70a00 1b 1 o -1 no no t-0 c5af ddeO (i dle)

> cH5aladeO: :print kthread_t t_stkbase

t_stkbase =@ > Faulted just below the stack base
> Conclusion: we've blown our stack



Example — Assigning Blame

> $C

[...]

cba0al54 | ofi _map _fil e+Oxfc(2400000, c5al0a3e8, 1, c5a0a800, cd326e78, 80100403)
c5a0a360 | ofi _ioctl +0x13e(2400000, 4c4601, c5al0a3e8, 80100403, cd326e78,
c5a0a38c cdev_ioctl +0x2e(2400000, 4c4601, c5ala3e8, 80100403, cd326e78, c5a0a800

c5ala3b4 |l di ioctl +0xa4(df b15310, 4c4601, c5ala3e8, 80100403, cd326e78, c5a0a800
c5a0a804 | xdb_set up_node+0xbc(e52e1000, c5a0a84c)
c5alac58 |%kdb_open_devi ce+0xc9(e52e1000)

c5alac88 x start _connect +0x59(e52e1000)
cbalacbc xdb e state change+0x70(c66c9088, c57e5c40, 0, c5a0ad70)
c5alacf8 ndi _event run_cal |l backs+0x87(c54f 0d80, c¢c66¢9088, c57e5c40, c5alad

... ]

> Problem: Big gaps -> large allocations on the stack

> Fix: dynamically allocate the MAXPATHLEN arrays in
these two routines



Examples - misc.

> ::donmin

ADDR | D TPAGES  MPAGES FLAGS HVM VCPU  EVTCHN
ffbe4100 0 76cfd ffffffff 0 0 ffbed43b0 ffbedld8
ff26a100 3 44afd 44c00 0 0 ff26a3b0 ff26a148

> donD_nr pages/ X

xpv donD_nr pages:

xpv donD_nr pages: 76¢00

> ff1e0440: :whati s

ff1e0440 is xpv domain_list+0 in xpv's data segnent

> ffbed4l100::wal k vcpu | ::print struct vcpu runstate.state
runstate.state = 0

runstate.state = 0

runstate.state 0

runstate.state = 0x2

> ffbellOO0::print struct vcpu arch. guest context.user _regs

{

arch. guest _cont ext. user _regs. ebx Oxdeadbeef
arch. guest _cont ext. user_regs. ecx = Oxdeadbeef
arch. guest _cont ext. user_regs. edx = 0Oxcd5aee08
arch. guest _context.user_regs.esi = 0xf50303d0
arch. guest _context.user_regs.edi = 0x1



Xen Crash Dumps on Solaris
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