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Chapter 1

Intr oduction

Xenis aparavirtualisingvirtual machinemonitor(VMM), or “hypervisor',for thex86
processoarchitecture Xen cansecurelyexecutemultiple virtual machineonasingle
physical systemwith close-to-natie performance. The virtual machinetechnology
facilitatesenterprise-gradtinctionality, including:

Virtual machineswith performancesloseto native hardware.

Live migrationof runningvirtual machinesetweerphysicalhosts.
Excellenthardwaresupport(supportanostLinux device drivers).
Sandbord, restartablelevice drivers.

Paravirtualisationpermitsvery high performancerirtualisation,even on architectures
like x86 thataretraditionally very hardto virtualise. The dravbackof this approach
is thatit requiresoperatingsystemso be portedto run on Xen. Portingan OSto run
on Xenis similar to supportinga new hardwareplatform, however the processs sim-
pli ed becausehe paravirtual machinearchitecturds very similar to the underlying
natve hardware. Eventhoughoperatingsystenkernelsmustexplicitly supportXen,a
key featureis thatuserspaceapplicationsandlibrariesdo not requiremodi cation.

Xen supportis availablefor increasinglymary operatingsystems:right now, Linux
2.4,Linux 2.6 andNetBSDareavailablefor Xen 2.0. A FreeBSDportis undegoing
testingandwill beincorporatednto thereleasesoon.OtherOS ports,including Plan
9, arein progress.We hopethatthat arch->en patcheswill be incorporatednto the
mainstreanmeleasesf theseoperatingsystemsn duecourseg(ashasalreadyhappened
for NetBSD).

Possibleusagescenariogor Xeninclude:

Kernel development. Testanddehugkernelmodi cationsin asandbordvirtual ma-
chine— no needfor a separatéestmachine.

Multiple OS con gurations. Runmultiple operatingsystemssimultaneouslyfor in-
stanceor compatibility or QA purposes.



Sewer consolidation. Move multiple senersontoa singlephysical hostwith perfor
manceandfaultisolationprovidedat virtual machineboundaries.

Cluster computing. Managemenat VM granularity provides more e xibility than
separatelymanagingeachphysical host, but bettercontrol and isolation than
single-systenimagesolutions particularlyby usinglive migrationfor loadbal-
ancing.

Hardware support for customOSes. Allow developmentof new OSeswhile bene-
ting from thewide-ranginghardwaresupportof existing OSessuchasLinux.

1.1 Structur e of a Xen-BasedSystem

A Xen systemhasmultiple layers,the lowestand most privileged of which is Xen
itself. Xen in turn may hostmultiple guestoperatingsystemsgachof which is exe-
cutedwithin a securevirtual machine(in Xen terminology a domain. Domainsare
scheduledby Xen to make effective useof the available physical CPUs. Eachguest
OS managests own applicationswhich includesresponsibilityfor schedulingeach
applicationwithin thetime allottedto the VM by Xen.

The rst domain,domainO, is createdautomaticallywhenthe systembootsandhas
specialmanagemenprivileges. Domain 0 builds other domainsand managegheir
virtual devices. It alsoperformsadministratve taskssuchas suspendingresuming
andmigratingothervirtual machines.

Within domain0, aprocessalledxendrunsto managehesystemXendis responsible
for managingvirtual machinesandproviding accesso their consolesCommandsre
issuedo xendoveranHTTP interface eitherfrom acommand-lingool or from aweb
browser

1.2 Hardware Support

Xen currentlyrunsonly on the x86 architecturerequiringa "P6' or newer processor
(e.g.PentiumPro,Celeron Pentiumil, Pentiumlll, PentiumlV, Xeon,AMD Athlon,
AMD Duron). Multiprocessomachinesaresupportedandwe alsohave basicsupport
for HyperThreadingSMT), althoughthisremainsatopicfor ongoingresearchA port
speci cally for x86/64is in progressalthoughXenalreadyrunson suchsystemsn 32-
bit legacy mode.In additiona portto thelA64 architecturaés approachingompletion.
We hopeto addotherarchitecturesuchasPPCandARM in duecourse.

Xencancurrentlyuseupto 4GB of memory It is possiblefor x86 machinedo address
upto 64GBof physicalmemorybut thereareno currentplansto supporthesesystems:
Thex86/64portis the plannedrouteto supportingargermemorysizes.

Xenof oads mostof thehardwaresupportissuego theguestOSrunningin DomainO.
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Xenitself containsonly the coderequiredto detectandstartsecondaryprocessorsset
up interruptrouting, and perform PCI bus enumeration.Device driversrun within a
privilegedguestOS ratherthanwithin Xenitself. This approactprovidescompatibil-
ity with the majority of device hardwaresupportedoy Linux. The default XenLinux
build containssupportfor relatively modernsener-classnetwork anddisk hardware,
but you canaddsupportfor otherhardware by con guring your XenLinux kernelin

thenormalway.

1.3 History

Xen was originally developedby the SystemsResearchGroup at the University of

CambridgeComputerLaboratoryas part of the XenoSerers project, fundedby the

UK-EPSRCXenoSerersaimto provide a publicinfrastructuregor globaldistributed
computing',andXen playsakey partin that,allowing usto ef ciently partitionasin-

gle machineto enablemultiple independentlientsto run their operatingsystemsand

applicationsin an ervironmentproviding protection,resourcdsolationandaccount-
ing. The projectweb pagecontainsfurtherinformationalongwith pointersto papers
andtechnicalreports:http://www.cl.cam.ac.uk/xeno

Xenhassincegrown into afully- edged projectin its own right, enablingusto investi-
gateinterestingesearclissuegegardingthe besttechniquegor virtualisingresources
suchasthe CPU, memory disk andnetwork. The projecthasbeenbolsteredby sup-
portfrom Intel ResearcitCambridgeandHP Labs,who arenow working closelywith
us.

Xenwas rst describedn a paperpresentedcit SOSPin 2003, andthe rst public
releasg1.0) wasmadethatOctober Sincethen,Xen hassigni cantly maturedandis
now usedin productionscenario®n mary sites.

Xen2.0featuregreatlyenhancedhardwaresupportcon guration e xibility, usability
andalargercomplemenbf supportedperatingsystemsThis latestreleasdakesXen
astepcloserto becomingthede niti ve opensourcesolutionfor virtualisation.

http://www.cl.cam.ac.uk/netos/papers/2003-xensosp.pdf






Chapter 2

Installation

The Xen distribution includesthreemain componentsXen itself, portsof Linux 2.4
and 2.6 and NetBSDto run on Xen, andthe userspacetools requiredto managea
Xen-baseaystem.This chapterdescribediow to installthe Xen 2.0 distribution from
source.Alternatively, theremay be pre-huilt packagesvailableaspart of your oper
ating systemdistribution.

2.1 Prerequisites

Thefollowing is afull list of prerequisiteslitemsmarked’y' arerequiredby the xend
controltools, and hencerequiredif you wantto run morethanonevirtual machine;
itemsmarked” ' areonly requiredif youwishto build from source.

A working Linux distribution usingthe GRUB bootloadeandrunningon a P6-
class(or newver) CPU.

y Theiproute2 package.
y TheLinux bridge-utils (e.qg.,/sbin/brctl )

y An installationof Twistedv1.3or abose?. Theremaybea binarypackagevail-
able for your distribution; alternatvely it can be installed by running “make
install-twisted in theroot of the Xen sourcetree.

Build tools(gccv3.2.xor v3.3.x, binutils, GNU make).
Developmentinstallationof libcurl (e.g.,libcurl-devel)
Developmentinstallationof zlib (e.g.,zlib-dev).
Developmentnstallationof Pythonv2.2 or later (e.g.,python-de).

ATpXandtrans g arerequiredto build thedocumentation.

! Availablefrom http://bridge.sourceforge.net
2Availablefrom http://www.twistedmatrix.com



Onceyou have satis ed therelevant prerequisitesyou cannow install eithera binary
or sourcedistribution of Xen.

2.2 Installing from Binary Tarball

Pre-luilt tarballsareavailablefor downloadfrom the Xen downloadpage
http://xen.sf.net
Onceyou've downloadedhetarball, simply unpackandinstall:

# tar zxvf xen-2.0-install.tgz
# cd xen-2.0-install
# sh ./install.sh

Onceyou've installedthe binariesyou needto con gure your systemasdescribedn
Section2.4.

2.3 Installing from Source

This sectiondescribesow to obtain,build, andinstall Xen from source.

2.3.1 Obtaining the Source

The Xen sourcetreeis availableaseithera compressedourcetar ball or asa cloneof
our masteBitK eeperrepository

Obtaining the Source Tarball
Stableversions(and daily snapshotspf the Xen sourcetree are available as
compressethrballsfrom the Xen downloadpage

http://xen.sf.net

Using BitK eeper
If youwish to install Xen from a cloneof our latestBitK eepemrepositorythen
you will needto install the BitKeepertools. Download instructionsfor Bit-
Keepercanbeobtainedby lling outtheform at:

http://www.bitmover.com/cgi-bin/download.cgi
Thepublic masteBK repositoryfor the2.0releasdivesat:
bk://xen.bkbits.net/xen-2.0.bk

YoucanuseBitK eepetto downloadit andkeepit updatedvith thelatestfeatures
and x es.

Changeo thedirectoryin which youwantto put the sourcecode thenrun:



# bk clone Dbk://xen.bkbits.net/xen-2.0.bk

Underyour currentdirectory a new directory namedxen-2.0.bk  hasbeen
createdwhich containsall thesourcecodefor Xen,the OSports,andthecontrol
tools. You canupdateyour repositorywith the latestchangesat ary time by
running:

# cd xen-2.0.bk # to change into the local repository

# bk pull # to update the repository

2.3.2 Building from Source

Thetop-level Xen Make le includesatarget world' thatwill dothefollowing:
Build Xen
Build thecontroltools,includingxend

Download(if necessaryandunpackthe Linux 2.6 sourcecode,andpatchit for
usewith Xen

Build aLinux kernelto usein domain0 andasmallerunprivilegedkernel,which
canoptionallybe usedfor unprivilegedvirtual machines.

After the build hascompletedyou should have a top-level directory called dist/

in which all resultingtargetswill be placed;of particularinterestarethe two kernels
XenLinuxkernelimagespnewith a -xen0'extensiorwhich containshardwaredevice
driversanddriversfor Xen'svirtual devices,andonewith a"-xenU' extensionthatjust
containsthe virtual ones. Thesearefoundin dist/install/boot/ alongwith the
imagefor Xenitself andthecon guration les usedduringthe build.

TheNetBSDportcanbe built using:
# make netbsd20

NetBSDportis built usinga snapshobf the netbsd-2-0cvs branch. The snapshots
downloadedaspartof thebuild processif it is notyetpresentn theNETBSDSRCPATH
searclpath. Thebuild processalsodowvnloadsatoolchainwhichincludesall thetools
necessaryo build the NetBSDkernelunderLinux.

To customizefurther the setof kernelsbuilt you needto edit the top-level Make le.
Look for theline:

KERNELS ?= mk.linux-2.6-xen0 mk.linux-2.6-xenU

You canedit this line to includeary setof operatingsystemkernelswhich have con-
gurations in thetop-level buildconfigs/ directory for examplemk.linux-2.4-
xenU to build aLinux 2.4 kernelcontainingonly virtual device drivers.



2.3.3 Custom XenLinux Builds

If youwishto build acustomizedXenLinux kernel(e.g.to supportadditionaldevices
or enabledistribution-requiredeatures)you canusethe standard.inux con guration
mechanismsspecifyingthatthe architecturebeingbuilt for is xen, e.g:

# cd linux-2.6.11-xen0

# make ARCH=xen xconfig
# cd

# make

You canalsocopy anexisting Linux con guration (.config ) into linux-2.6.11-
xen0 andexecute:

# make ARCH=xen oldconfig

You may be promptedwith someXen-speci ¢ options;we adviseacceptingthe de-
faultsfor theseoptions.

Note that the only differencebetweenthe two typesof Linux kernelthatarebuilt is
the con guration le usedfor each. The "U” sufx ed (unprivileged) versionsdon't
containary of the physical hardware device drivers, leadingto a 30% reductionin
size; henceyou may preferthesefor your non-prvilegeddomains. The "0' sufx ed
privilegedversionscanbe usedto bootthe system,aswell asin driver domainsand
unprivilegeddomains.

2.3.4 Installing the Binaries

The les producedby the build processare storedunderthe dist/install/ direc-
tory. Toinstallthemin their defaultlocationsdo:

# make install

Alternatively, userswith specialinstallationrequirementsnay wish to install them
manuallyby copying the les to theirappropriatedestinations.

Thedist/install/boot directorywill alsocontainthecon g les usedfor build-
ing the XenLinuxkernelsandalsoversionsof XenandXenLinuxkernelsthatcontain
detug symbols(xen-syms-2.0.6 ~ andvmlinux-syms-2.6.11.11-xen0 ) which
are essentiafor interpretingcrashdumps. Retainthese les asthe developersmay
wish to seethemif you postonthemailing list.

2.4 Con guration

Onceyou have built andinstalledthe Xen distribution, it is simpleto preparethe
machinefor bootingandrunningXen.
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2.4.1 GRUB Con guration

An entryshouldbeaddedo grub.conf  (oftenfoundunder/boot/  or/boot/grub/ )
to allow Xen/ XenLinuxto boot. This le is sometimegalledmenu.lst , depending
onyour distribution. Theentryshouldlook somethindik e thefollowing:

title Xen 2.0 / XenLinux 2.6

kernel  /boot/xen-2.0.gz dom0_mem=131072
module /boot/vmlinuz-2.6-xen0 root=/dev/sda4d ro console=tty0

Thekernelline tells GRUB whereto nd Xenitself andwhatbootparametershould
bepassedo it (in this casesettingdomain0's memoryallocationin kilobytesandthe
settingsfor the serialport). For moredetailson the variousXen boot parametersee
Section8.2.

The moduleline of the con guration describeghe location of the XenLinux kernel
thatXen shouldstartandthe parametershatshouldbe passedo it (thesearestandard
Linux parametersidentifying the root device and specifyingit be initially mounted
readonly andinstructingthatconsoleoutputbe sentto the screen).Somedistributions
suchasSuSEdo notrequirethero parameter

If youwantto useaninitrd, justaddanothemodule line tothecon guration,asusual:

module /boot/my_initrd.gz

As alwayswheninstalling a new kernel, it is recommendedhat you do not delete
existingmenuoptionsfrom menu.Ist — youmaywantto bootyourold Linux kernel
in future, particularlyif you have problems.

2.4.2 Serial Console(optional)

In orderto con gure Xenserialconsoleoutput,it is necessaryo addanbootoptionto
your GRUB con g; e.g.replacetheabore kernelline with:

kernel  /boot/xen.gz dom0_mem=131072 com1=115200,8n1

Thiscon guresXento outputon COM1at115,200baud,8 databits, 1 stopbit andno
parity. Modify theseparameteror your setup.

Onecanalsocon gure XenLinux to sharethe serialconsole;to achieve this append
“console=ttySO " to your moduleline.

If youwishto beableto log in overthe XenLinux serialconsoleit is necessaryo add
aline into /etc/inittab , justasperregularLinux. Simply addtheline:

c:2345:respawn:/sbin/mingetty ttySO

andyou shouldbeableto log in. Notethatto successfullyog in asrootovertheserial
line will requireaddingttySO to /etc/securetty in mostmoderndistributions.
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2.4.3 TLS Libraries

Usersof the XenLinux 2.6 kernelshoulddisableThreadLocal Storage(e.g.by doing
amy /lib/tls /lib/tls.disabled ) beforeattemptingto run with a XenLinux
kernef. You canalwaysreenablét by restoringthe directoryto its original location
(i.e.mv /lib/tls.disabled Nlib/tls )

Thereasorfor thisis thatthe currentTLS implementatiorusessegmentatiorin away
thatis not permissibleunderXen. If TLS is not disabled,anemulationmodeis used
within Xenwhich reducegperformancesubstantially

We hopethatthisissuecanberesohedby working with Linux distribution vendorsto
implementa minor backward-compatibleehangeo the TLS library.

2.5 Booting Xen

It shouldnow bepossibleo restarthesystemandusexXen. Rebootasusualbut choose
thenew Xen optionwhenthe Grubscreerappears.

Whatfollows shouldlook muchlike a corventionalLinux boot. The rst portion of
the outputcomedrom Xenitself, supplyinglow level informationaboutitself andthe
machineit is runningon. Thefollowing portionof the outputcomesfrom XenLinux.

You may seesomeerrorsduring the XenLinux boot. Theseare not necessarilary-
thing to worry about— they mayresultfrom kernelcon gurationdifferencedetween
your XenLinux kernelandthe oneyou usuallyuse.

Whenthebootcompletesyou shouldbe ableto log into your systemasusual.If you
areunableto log in to your systermrunningXen, you shouldstill beableto rebootwith
your normalLinux kernel.

3If you bootwithout rst disablingTLS, you will getawarningmessageuringthe bootprocesslin
this case simply performthe renameafterthe machines up andthenrun /shin/ldconfig to make
it take effect.
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Chapter 3

Starting Additional Domains

The rst stepin creatinganenv domainis to preparearoot lesystemfor it to bootoff.
Typically, thismight bestoredin anormalpartition,anLVM or othervolumemanager
partition,a disk le or onanNFSsener. A simpleway to do thisis simply to boot
from your standardOSinstall CD andinstall the distribution into anotherpartitionon
your harddrive.

To startthexendcontroldaemontype
# xend start

If youwishthedaemorto startautomaticallyseetheinstructionsn Section6.1. Once
the daemonis running,you canusethe xm tool to monitorandmaintainthe domains
runningon your system. This chapterprovidesonly a brief tutorial: we provide full
detailsof thexmtool in the next chapter

3.1 Creatinga Domain Con guration File

Beforeyou canstartan additionaldomain,you mustcreatea con guration le. We
provide two example les which you canuseasa startingpoint:

letc/xen/xmexamplel is a simpletemplatecon guration le for describing
asingleVM.
letc/xen/xmexample2 le is atemplatedescriptionthat is intendedto be

reusedor multiple virtual machines Settingthe valueof thevmid variableon
thexmcommandine lls in partsof this template.

Copy oneof theseles andeditit asappropriate Typical valuesyou maywish to edit
include:

kernel Setthis to the pathof the kernelyou compiledfor usewith Xen
(e.g.kernel = ‘'/boot/vmlinuz-2.6-xenU' )
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memory Setthis to the sizeof the domains memoryin megabytes(e.qg.
memory = 64)

disk Setthe rst entryin this list to calculatethe offset of the domains
root partition, basedon the domainID. Setthe secondto the lo-
cationof /usr if you aresharingit betweendomains(e.g.disk =
['phy:your  _hard _drive%d,sdal,w' % (base _partition _number
+ vmid), ‘'phy:your _usr _partition,sda6,r' ]

dhcp Uncommenthe dhcpvariable,so thatthe domainwill receve its
IP addresgrom a DHCPsener (e.g.dnhcp="dhcp’ )

You may alsowantto edit thevif variablein orderto chooseghe MAC addresf the
virtual etherneinterfaceyourself. For example:

vif = ['mac=00:06:AA:F6:BB:B3']

If youdonotsetthisvariable xendwill automaticallygeneratarandomMAC address
from anunusedange.

3.2 Booting the Domain

Thexmtool providesa variety of commanddor managingdomains.Usethe create
commando startnew domains Assumingyou've createdacon guration le myvmconf
basedaround/etc/xen/xmexample2 , to starta domainwith virtual machinelD 1
you shouldtype:

# xm create -c myvmconf vmid=1

The-c switchcausesmto turninto thedomains consoleaftercreation.Thevmid=1
setsthevmid variableusedin themyvmconf le.

You should seethe consoleboot message$rom the nev domainappearingin the
terminalin which you typedthe commandculminatingin alogin prompt.

3.3 Example: ttylinux

Ttylinux is avery smallLinux distribution, designedo requirevery few resourcesWe
will useit asaconcreteexampleof how to starta Xendomain.Mostuserswill proba-
bly wantto install a full-featureddistribution oncethey have masteredhe basics.

1. Download and extract the ttylinux disk image from the Files sectionof the
project’s Sourcelerge site (seehttp://sf.net/projects/xen/ ).

2. Createacon guration le like thefollowing:

Lttylinux is maintainecby PascalSchmidt.You candownloadsourcepackagedrom thedistribution's
homepage:http://www.minimalinux.org/ttylinux/
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kernel "Iboot/vmlinuz-2.6-xenU"
memory = 64
name = "ttylinux"

nics =1
ip = "1.2.34"
disk = [file:/path/to/ttylinux/rootfs,sdal,w']

root "/dev/sdal ro"
3. Now startthedomainandconnecto its console:
xm create  configfile -C

4. Login asroot, passverd root.

3.4 Starting / Stopping Domains Automatically

It is possibleo have certaindomainsstartautomaticallyat boottime andto have domO
wait for all runningdomainsto shutdevn beforeit shutsdown the system.

To specifya domainis to startat boot-time,placeits con guration le (or alink toit)
under/etc/xen/auto/

A Sys-Vstyleinit scriptfor RedHatandLSB-compliantsystemss provided andwill
be automaticallycopiedto /etc/init.d/ duringinstall. You canthenenableit in
theappropriatevay for your distribution.

For instancepn RedHat:
# chkconfig --add xendomains
By default, thiswill starttheboot-timedomainsgn runlevels 3, 4 and5.
You canalsousetheservice commando runthisscriptmanually e.g:
# service xendomains start
Startsall thedomainswith con g les under/etchHen/autol/.
# service xendomains stop

Shutsdown ALL runningXendomains.
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Chapter 4

Domain ManagementTools

The previous chapterdescribeda simple exampleof how to con gure andstarta do-
main. This chaptersummariseghetoolsavailableto manageunningdomains.

4.1 Command-line Management

Commandine managementasksare also performedusingthe xm tool. For online
helpfor thecommandsvailable,type:

# xm help

You canalsotypexm help <command> for moreinformationonagivencommand.

4.1.1 BasicManagementCommands

Themostimportantxm commandsre:

# xm list : Listsall domainsrunning.
# xm consoles : Givesinformationaboutthedomainconsoles.
# xm console : Opensaconsoldoadomain(e.g.# xm console myVM

4.1.2 xm list

Theoutputof xm list  isin rows of thefollowing format:
name domid memory cpu state cputime console
name Thedescriptve nameof thevirtual machine.
domid Thenumberof thedomainlID this virtual machines runningin.
memory Memorysizein megabytes.

cpu TheCPUthisdomainis runningon.

17



state Domainstateconsistf 5 elds:

r running

b blocked

p paused

s shutdavn

c crashed
cputime How muchCPUtime (in seconds)hedomainhasusedsofar.
console TCP portacceptingconnectiongo the domains console.

The xm list commandalso supportsa long outputformat whenthe -1 switchis
used.Thisoutputsthefulls detailsof therunningdomaindn xend's SXPcon guration
format.

For example,supposehe systemis runningthe ttylinux domainasdescribecearlier
Thelist commandshouldproduceoutputsomevhatlik e the following:

# xm list

Name Id Mem(MB) CPU State Time(s) Console
Domain-0 0 251 0 r-- 172.2

ttylinux 5 63 0 -b--- 3.0 9605

Herewe canseethe detailsfor the ttylinux domain,aswell asfor domainO (which,

of course,is alwaysrunning). Note that the consoleport for the ttylinux domainis

9605. This canbe connectedo by TCP usinga terminalprogram(e.g. telnet  or,

better xencons ). The simplestway to connectis to usethexm console command,
specifyingthe domainnameor ID. To connectto the consoleof thettylinux domain,
we coulduseary of thefollowing:

# xm console ttylinux
# xm console 5
# xencons localhost 9605

4.2 Domain Save and Restore

The administratoiof a Xen systemmay suspend virtual machines currentstateinto
adisk le in domain0, allowing it to beresumedht alatertime.

Thettylinux domaindescribeckarliercanbe suspendetb disk usingthecommand:
# xm save ttylinux ttylinux.xen

Thiswill stopthedomainnamed ttylinux' andsave its currentstateinto a le called
ttylinux.xen

To resumesxecutionof this domain,usethexm restore command:
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# xm restore  ttylinux.xen

This will restorethe stateof the domainand restartit. The domainwill carry on
asbeforeandthe consolemay be reconnectedisingthe xm console commandas
above.

4.3 Live Migration

Live migrationis usedto transferadomainbetweerphysicalhostswhilst thatdomain
continuego performits usualactiities — from the users perspecitie, the migration
shouldbeimperceptible.

To performa live migration,both hostsmustbe running Xen/ xendandthe destina-
tion hostmusthave sufcient resourcege.g. memorycapacity)to accommodat¢he
domainafterthe move. Furthermorewe currentlyrequireboth sourceanddestination
machinego beonthesamel.2 subnet.

Currently thereis no supportfor providing automaticremoteaccesdo lesystems
storedon local disk whena domainis migrated. Administratorsshouldchoosean
appropriatestoragesolution(i.e. SAN, NAS, etc.) to ensurehatdomain lesystems
arealsoavailableon their destinatiommode. GNBD is a goodmethodfor exportinga
volumefrom onemachineto anotheriSCSIcando a similar job, but is morecomple
to setup.

Whenadomainmigratesjt'sMAC andIP addressnove with it, thusit is only possible
to migrateVMs within thesamdayer2 network andIP subnetIf thedestinatiomode
is on adifferentsubnettheadministratomvould needto manuallycon gure a suitable
etheripor IP tunnelin thedomainO of theremotenode.

A domainmay be migratedusingthe xm migrate command.To live migratea do-
mainto anothemachinewe would usethe command:

# xm migrate  --live mydomain destination.ournetwork.com

Withoutthe--live  ag, xendsimply stopsthedomainandcopiesthememoryimage
over to the nev nodeandrestartsit. Sincedomainscan have large allocationsthis
canbe quitetime consuminggvenon a Gigabit network. With the --live ag xend
attemptsto keepthe domainrunningwhile the migrationis in progressyesultingin
typical ‘downtimes'of just 60—300ms.

For now it will be necessaryo reconnecto thedomains consoleonthenenw machine
usingthe xm console command.If a migrateddomainhasary opennetwork con-
nectionghenthey will be presered,so SSHconnectionglo not have this limitation.
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4.4 Managing Domain Memory

XenLinux domainshave the ability to relinquish/ reclaim machinememoryat the
requesbf theadministratoior the userof the domain.

4.4.1 Settingmemory footprints from domO

Themachineadministratorcanrequesthata domainalterits memoryfootprintusing
the xm set-mem command.For instance we canrequestthat our examplettylinux
domainreduceits memoryfootprintto 32 megabytes.

# xm set-mem ttylinux 32

We cannow seetheresultof thisin the outputof xm list

# xm list

Name Id Mem(MB) CPU State Time(s) Console
Domain-0 0 251 0 r-- 172.2

ttylinux 5 31 0 -b--- 4.3 9605

Thedomainhasrespondedo therequesby returningmemoryto Xen. We canrestore
thedomainto its original sizeusingthe commandine:

# xm set-mem ttylinux 64

4.4.2 Settingmemory footprints from within a domain

Thevirtual le /proc/xen/balloon allows the owner of a domainto adjusttheir
own memoryfootprint. Readingthe le (e.g.cat /proc/xen/balloon ) printsout
the currentmemoryfootprint of thedomain.Writing the le (e.g.echo new_target

> /proc/xen/balloon ) requestghatthe kerneladjustthe domains memoryfoot-
print to anew value.

4.4.3 Settingmemory limits

Xen associatea memorysizelimit with eachdomain. By default, this is the amount
of memorythe domainis originally startedwith, preventingthe domainfrom ever
growing beyondthis size. To permita domainto grow beyond its original allocation
or to preventadomainyou've shrunkfrom reclaimingthememoryit relinquisheduse
thexm maxmencommand.
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Chapter 5

Domain FilesystemStorage

It is possibleto directly exportary Linux block device in domOto anotherdomain,or
to export lesystems/ devicesto virtual machinesusing standarchetwork protocols
(e.g.NBD, iSCSI,NFS, etc). This chaptercoverssomeof the possibilities.

5.1 Exporting Physical DevicesasVBDs

Oneof the simplestcon gurationsis to directly exportindividual partitionsfrom do-
main O to other domains. To achieve this usethe phy: specier in your domain
con guration le. Forexamplealine like

disk = [phy:hda3,sdal,w

speci esthatthe partition/dev/hda3  in domainO shouldbe exportedread-writeto
the new domainas/dev/sdal ; one could equallywell export it as/dev/hda or
/dev/sdb5  shouldonewish.

In additionto local disksandpartitions,it is possibleto export ary device thatLinux
considergo be“a disk” in the samemanner For example,if you have iSCSIdisksor
GNBD volumesimportedinto domain0 you canexport theseto otherdomainsusing
thephy: disksyntax.E.qg.:

disk = ['phy:vg/lvml,sda2,w']

‘ Warning: Block device sharing

Block devicesshouldtypically only besharedbetweerdomainsn aread-
only fashionotherwisethe Linux kernel's le systemswill getvery con-
fusedasthe le systemstructuremay changeunderneattithem (having
the sameext3 partition mountedrw twice is a sure re way to causeir-
reparabledamage)! Xend will attemptto prevent you from doing this
by checkingthat the device is not mountedread-writein domain0, and
hasnt alreadybeenexportedread-writeto anotherdomain. If you want
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read-writesharing,export the directoryto otherdomainsvia NFS from
domainQ(or useacluster le systemsuchasGFSor ocfs2).

5.2 UsingFile-backed VBDs

It is alsopossibleto usea le in Domain0 asthe primarystoragdor avirtual machine.
As well asbeingcorvenient,this alsohasthe advantagethat the virtual block device
will be spaise— spacewill only really be allocatedaspartsof the le areused.So
if avirtual machineusesonly half of its disk spacethenthe le really takesup half of
thesizeallocated.

For example,to createa 2GB sparsele-backed virtual block device (actually only
consumed KB of disk):

# dd if=/dev/zero of=vmldisk  bs=1k seek=2048k count=1
Make a le systemin thedisk le:

# mkfs -t ext3 vmldisk
(whenthetool asksfor con rmation, answer'y")
Populatehe le systeme.g.by copying from the currentroot:

# mount -0 loop vmldisk /mnt

# cp -ax [Hroot,dev,var,etc,usr,bin,sbin,lib} /mnt

# mkdir /mnt/{proc,sys,home,tmp}
Tailor the le systemby editing /etc/fstab  , /etc/hostname , etc (don't forget
to editthe les in themountedle system,nsteadof your domainO lesystem, e.g.
you would edit /mnt/etc/fstab insteadof /etc/fstab ). For this exampleput
/dev/sdal torootin fstab

Now unmount(thisis important!):
# umount /mnt
In thecon guration le set:
disk = [file:/full/path/to/vm1disk,sdal,w]

As thevirtual machinewritestoits "disk’, thesparsele will be lled in andconsume
morespaceup to theoriginal 2GB.

Note that le-back ed VBDs may not be appropriate for backing I/O-intensive
domains. File-bacled VBDs areknown to experiencesubstantiaklovdowns under
heary I/0O workloads,dueto the I/O handlingby the loopbackblock device usedto
support le-backedVBDs in domO. Betterl/O performancecanbe achieved by using
eitherLVM-backedVBDs (Section5.3) or physicaldevicesasVBDs (Section5.1).

Linux supportsa maximumof eight le-backed VBDs acrossall domainsby default.
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Thislimit canbestaticallyincreasedby usingthemaxloop moduleparameteif CON-
FIG_.BLK _DEV_LOOP s compiledasa modulein the domOkernel,or by usingthe
maxloop=n bootoptionif CONFIG.BLK _DEV_LOOPis compileddirectly into the
domOkernel.

5.3 UsingLVM-backedVBDs

A particularlyappealingsolutionis to useLVM volumesasbackingfor domain le-
systemssincethis allows dynamicgrowing/shrinkingof volumesaswell assnapshot
andotherfeatures.

To initialise a partitionto supportLVM volumes:
# pvcreate /dev/sdalO

Createavolumegroupnamedvg' onthe physicalpartition:
# vgcreate vg /dev/sdalO

Createalogical volumeof size4GB named myvmdisk1":
# lIvcreate -L4096M -n myvmdiskl vg

You shouldnow seethatyou have a/devivg/myvmdiskl Make a lesystem,mount
it andpopulateit, e.g.:

# mkfs -t ext3 /dev/vg/myvmdiskl
# mount /dev/vg/myvmdiskl /mnt
# cp -ax [/ /mnt

# umount /mnt

Now con gure your VM with thefollowing disk con guration:
disk = [ ‘'phy:vg/myvmdiskl,sdal,w' ]

LVM enablesyou to grow the size of logical volumes,but you'll needto resizethe
correspondinge systemto make useof thenew spaceSome le systemge.g.ext3)
now supporton-lineresize.Seethe LVM manualdor moredetails.

You canalsouselLVM for creatingcopy-on-write clonesof LVM volumes(known
aswritable persistensnapshot$n LVM terminology). This facility is new in Linux
2.6.8,s0isn't asstableasonemighthope.In particular usinglots of CoW LVM disks
consumes lot of dom0Omemory and error conditionssuchas running out of disk
spacearenot handledwell. Hopefully thiswill improvein future.

To creatagwo copy-on-writecloneof theabove le systenmyouwouldusethefollowing
commands:

# lvcreate -s -L1024M -n myclonediskl  /dev/vg/myvmdiskl
# lvcreate -s -L1024M -n myclonedisk2  /dev/vg/myvmdiskl
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Eachof thesecangrow to have 1GB of differencedrom the mastervolume. You can
grow theamountof spacdor storingthedifferencesisingthelvextendcommande.g.:

# Ivextend  +100M /dev/vg/myclonediskl

Don't let the "differencesrolume’ever Il up otherwiselL VM getsratherconfused It
maybe possibleto automateahegrowing procesdy usingdmsetup wait to spotthe
volumegettingfull andthenissueanlvextend

In principle, it is possibleto continuewriting to the volumethathasbeencloned(the
changeswill notbe visible to the clones),but we wouldn't recommendhis: have the
clonedvolumeasa “pristine' le systeminstall thatisn't mounteddirectly by ary of
thevirtual machines.

5.4 Using NFS Root

First, populatearoot lesystemin adirectoryonthesener machine.Thiscanbeona
distinctphysicalmachine pr simply run within avirtual machineon the samenode.

Now con gure the NFS senerto export this lesystem over the network by addinga
line to /etc/exports , for instance:

/export/vmlroot 1.2.3.4/24 (rw,sync,no_root_squash)

Finally, con gure thedomainto useNFSroot. In additionto thenormalvariablesyou
shouldmale sureto setthefollowing valuesin the domains con guration le:

root = 'ldev/nfs'
nfs_server = '2.345 # substitute IP address of server
nfs_root = '[path/to/root’ # path to root FS on the server

The domainwill neednetwork accessat boot time, so either statically con gure an
IP addresgUsingthecon g variablesp , netmask , gateway , hostname ) or enable
DHCP( dhcp="dhcp' ).

Note that the Linux NFS root implementationis known to have stability problems
underhigh load(thisis nota Xen-speci c problem),sothis con gurationmay not be
appropriatdor critical seners.
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Chapter 6

Control Software

The Xen control software includesthe xend node control daemon(which must be
running),thexm commandine tools,andthe prototypexensvwebinterface.

6.1 Xend (nodecontrol daemon)

The Xen Daemon(Xend) performssystemmanagementunctionsrelatedto virtual
machineslt formsacentralpointof controlfor amachineandcanbecontrolledusing
an HTTP-basedrotocol. Xend mustbe runningin orderto startandmanagevirtual
machines.

Xend mustbe run asroot becausét needsaccesdo privileged systemmanagement
functions.A smallsetof commandsnaybeissuedon thexendcommandine:

# xend start startxend,if notalreadyrunning

# xend stop stopxendif alreadyrunning

# xend restart restartxendif running,otherwisestartit
# xend status indicatesxendstatusby its returncode

A SysVinit scriptcalledxend is providedto startxendatboottime. make install
installsthis scriptin /etc/init.d . To enableit, you have to make symboliclinks in
theappropriateunlevel directoriesor usethechkconfig  tool, whereavailable.

Oncexendis running, more sophisticatecadministrationcan be doneusing the xm
tool (seeSection6.2) andthe experimentalXensvwebinterface(seeSection6.3).

As xendruns, eventswill be loggedto /var/log/xend.log and, if the migration
assistantlaemon(xfrd ) hasbeenstarted /var/log/xfrd.log . Thesemay be of
usefor troubleshootingroblems.
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6.2 Xm (commandline interface)

The xm tool is the primary tool for managingXen from the console. The general
formatof anxm commandine is:

# xm command [switches] [arguments] [variables]

The available switthesand argumentsare dependenbn the commandchosen. The
variablesmay be setusing declarationf the form variable=value and com-
mandline declarationoverrideary of thevaluesin the con guration le beingused,
including the standardvariablesdescribedabose and ary customvariables(for in-

stancethexmdefconfig  le usesavmid variable).

Theavailablecommandsreasfollows:

set-mem Requesta domainto adjustits memoryfootprint.
create Createanew domain.

destroy Kill adomainimmediately

list List runningdomains.

shutdown Ask adomainto shutdavn.

dmesg Fetchthe Xen (not Linux!) bootoutput.
consolesListstheavailableconsoles.

console Connecto the consolefor adomain.

help Gethelponxm commands.

save Suspendidomainto disk.

restore Restoreadomainfrom disk.

pause Pausea domain’s execution.

unpause Unpauseadomain.

pincpu Pinadomainto a CPU.

bvt SetBVT scheduleparameterfor adomain.
bvt_ctxallow Setthe BVT context switchingallowancefor the system.
atropos Settheatroposparametergor adomain.

rr obin Settheroundrobintime slicefor thesystem.

info Getinformationaboutthe Xen host.

call CallaxendHTTP API functiondirectly.

For adetailedoverview of switchesargumentsandvariablesto eachcommandry

# xm help command
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6.3 Xensv(web control interface)

Xensvis the experimentalweb control interfacefor managinga Xen machine.It can
be usedto performsome(but not yet all) of the managementasksthat canbe done
usingthexm tool.

It canbestartedusing:
# xensv start
andstoppedusing:
# xensv stop

By default, Xensvwill sene outthewebinterfaceon port8080. This canbechanged
by editing/usr/lib/python2.3/site-packages/xen/sv/iparams.py

OnceXensvis running,the web interfacecanbe usedto createand managerunning
domains.
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Chapter 7

Domain Con guration

Thefollowing containgthe syntaxof thedomaincon guration les anddescriptionof
how to furtherspecifynetworking, driver domainandgeneralkchedulingoehaiour.

7.1 Con guration Files

Xen con guration les containthe following standardvariables. Unlessotherwise
statedcon gurationitemsshouldbeenclosedn quotes:segetc/xen/xmexamplel
and/etc/xen/xmexample2 for concreteexamplesof the syntax.

kernel Pathtothekernelimage

ramdisk Pathto aramdiskimage(optional).

memory Memorysizein megabytes.

cpu CPUto runthisdomainon,or-1 for auto-allocation.

console Portto exportthedomainconsoleon (default 9600+ domainiD).
nics Numberof virtual network interfaces.

vif List of MAC addressefrandomaddresseareassignedf not given)andbridges
to usefor thedomains network interfacesge.g.
vif = [ 'mac=aa:00:00:00:00:11, bridge=xen-br0’,
‘bridge=xen-brl' ]
to assigna MAC addressandbridgeto the rst interfaceandassigna different
bridgeto the secondnterface leaving xendto choosehe MAC address.

disk List of block devicesto exportto thedomain,e.qg.
disk = [ 'phy:hdal,sdal, ]
exports physical device /dev/hdal to the domainas/dev/isdal with read-
only accessExportinga disk read-writewhich is currentlymountedis danger
ous—if you arecertainyou wishto dothis, you canspecifyw! asthemode.
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dhcp Setto'dhcp'  if youwantto useDHCPto con gure networking.
netmask Manuallycon guredIP netmask.
gateway Manuallycon gured P gatevay:.
hostname Setthe hostnamdor thevirtual machine.
root Specifytherootdevice parameteonthe kernelcommandine.
nfs_sewer IP addresgor theNFSsener (if ary).
nfs_root Pathof theroot lesystemontheNFSsener (if ary).
extra Extrastringto appendo thekernelcommandine (if ary)
restart Threepossibleoptions:
always Alwaysrestartthedomain,no matterwhatits exit codeis.
never Neverrestartthedomain.
onreboot Restarthe domainiff it requestseboot.

For additional e xibility, it is alsopossibleto include Pythonscriptingcommandsn
con guration les. An exampleof this is the xmexample2 le, which usesPython
codeto handlethevmid variable.

7.2 Network Con guration

For mary users.the default installationshouldwork “out of the box'. More compli-
catednetwork setups,for instancewith multiple ethernetinterfacesand/orexisting
bridging setupswill requiresomespecialcon guration.

Thepurposeof this sectionis to describethe mechanismgrovided by xendto allow a
e xible con gurationfor Xen's virtual networking.

7.2.1 Xenvirtual network topology

Eachdomainnetwork interfaceis connectedo a virtual network interfacein domoO
by a point to point link (effectively a "virtual cross@er cable'). Thesedevicesare
namedvif <domid >. <vifid > (e.g.vifl.0 for the rst interfacein domainl,
vif3.1  for thesecondnterfacein domain3).

Traf c onthesevirtual interfacesis handledin domainO usingstandard.inux mech-
anismsfor bridging,routing, ratelimiting, etc. Xend callson two shellscriptsto per

form initial con guration of the network and con guration of new virtual interfaces.
By default, thesescriptscon gure a singlebridgefor all the virtual interfaces. Arbi-

trary routing/ bridgingcon gurationscanbecon guredby customisinghescripts,as
describedn thefollowing section.
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7.2.2 Xen networking scripts

Xen's virtual networking is con gured by two shell scripts(by default network and
vif-bridge ). Theseare called automaticallyby xend when certaineventsoccug
with argumentgo the scriptsproviding further contextual information. Thesescripts
arefoundby defaultin /etc/xen/scripts . Thenamesandlocationsof the scripts
canbecon guredin /etc/xen/xend-config.sxp

network: Thisscriptis calledwheneer xendis startedor stoppedo respectrely ini-
tialise or teardown the Xen virtual network. In thedefault con gurationinitial-
isationcreateghe bridge "xen-br0'andmovesethOontothatbridge,modifying
theroutingaccordingly Whenxendexits, it deletegshe Xenbridgeandremaoves
ethO,restoringthe normallP androutingcon guration.

vif-bridge: This scriptis calledfor every domainvirtual interfaceandcancon gure
re walling rulesandaddthe vif to the appropriatebridge. By default, this adds
andremovesVIFs onthedefault Xen bridge.

For more comple network setups(e.g. whererouting is requiredor integratewith
existing bridges)thesescriptsmaybereplacedvith customisediariantsfor yoursite's
preferredcon guration.

7.3 Driver Domain Con guration

I/O privilegescanbe assignedo allow a domainto directly acces$*Cl devicesitself.
Thisis usedto supportdriver domains.

Settingbaclendprivilegesis currentlyonly supportedn SXPformatcon g les. To
allow a domainto function as a baclend for others,someavherewithin the vm ele-
mentof its con guration le mustbe a backend elementof the form (backend
(type )) wheretype may be eithernetif or blkif , accordingto the type of
virtual device thisdomainwill service.

Note that a block baclend cannotcurrentlyimport virtual block devicesfrom other
domains,and a network baclkend cannotimport virtual network devicesfrom other
domains. Thus (particularly in the caseof block backends,which cannotimport a
virtual block device astheirroot lesystem),you mayneedto bootabaclenddomain
from aramdiskor a network device.

Accessto PCI devicesmay be con gured on a perdevice basis. Xen will assignthe
minimal setof hardwareprivilegesto adomainthatarerequiredto controlits devices.
This canbecon guredin eitherformatof con guration le:

SXP Format:Includedevice elementf theform:
(device (pci (bus x) (dev y) (func 2)))
insidethe top-level vm element.Eachonespeci esthe addres®f a device this
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domainis allowedto access— the numbersx,y andz maybein eitherdecimal
or hexadecimaformat.

Flat Format: Includealist of PCl device addressesf theformat:

pci = [xy,z, ]
whereeachelementin thelist is a string specifyingthe component®f the PCI
device addressseparatedy commas.The componentgx, y andz) of thelist
may beformattedaseitherdecimalor hexadecimal.

7.4 SchedulerCon guration

Xen offersaboottime choicebetweemmultiple schedulersTo selectaschedulerpass
the boot parametescthed=shed nameto Xen, substitutingthe appropriatescheduler
name. Detailsof the schedulerandtheir parameterareincludedbelow; future ver
sionsof thetoolswill provide a higherlevel interfaceto thesetools.

It is expectedthat systemadministratorson gure their systemto usethe scheduler
mostappropriateto their needs. Currently the BVT scheduleiis the recommended
choice.

7.4.1 BorrowedVirtual Time

sched=bvt (thedefault)

BVT providesproportionalfair sharesof the CPUtime. It hasbeenobsenedto pe-
nalise domainsthat block frequently (e.g. I/O intensive domains),but this can be
compensatetbr by usingwarping.

Global Parameters

ctx_allow thecontet switchallowanceis similarto the quantum'in traditionalsched-
ulers. It is the minimum time that a scheduleddlomainwill be allowedto run
beforebeingpre-empted.

Per-domain parameters

mcuadv the MCU (Minimum Chaging Unit) adwancedetermineghe proportional
shareof the CPU thata domainreceves. It is setinverselyproportionallyto a
domains sharingweight.

warp theamountof "virtual time' the domainis allowedto warpbackwards

warpl thewarplimit is the maximumtime adomaincanrun warpedfor
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warpu theunwarprequirements theminimumtime adomainmustrun unwarpedfor
beforeit canwarpagain

7.4.2 Atropos

sched=atropos

Atroposis a soft real time scheduler It provides guaranteesboutabsoluteshares
of the CPU, with a facility for sharingslack CPU time on a best-efort basis. It can
provide timelinessguaranteefor lateng-sensitve domains.

Every domainhasan associategberiodandslice. The domainshouldreceve “slice’
nanosecondsvery "period' nanosecondsThis allows the administratorto con gure
boththe absoluteshareof the CPUadomainrecevesandthe frequenyg with whichit
is scheduled.

Note: don't overcommitthe CPUwhenusingAtropos(i.e. don't reserne more CPU
thanis available— the utilisationshouldbe keptto slightly lessthan100%in orderto
ensurepredictableéoehaiour).

Per-domain parameters

period Theregulartime interval during which a domainis guaranteedo receve its
allocationof CPUtime.

slice The length of time per period that a domainis guaranteedo run for (in the
absencef voluntaryyielding of the CPU).

latency The lateny hint is usedto control how soonafter waking up a domainit
shouldbescheduled.

xtratime Thisis abooleanag thatspeci eswhethera domainshouldbe allowed a
shareof the systenmslacktime.

7.4.3 Round Robin

sched=rrobin

The round robin scheduletlis includedas a simple demonstratiorof Xen's internal
scheduleAPI. It is notintendedfor productionuse.
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Global Parameters

rr _slice The maximumtime eachdomainrunsbeforethe next schedulingdecisionis
made.
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Chapter 8

Build, Boot and Debug options

This chapterdescribeghe build- and boot-timeoptionswhich may be usedto tailor
your Xen system.

8.1 Xen Build Options

Xen provides a numberof build-time optionswhich should be set as ervironment
variablesor passean make's command-line.

verbose=y Enabledehugging messageshen Xen detectsan unexpectedcondition.
Also enablesconsoleoutputfrom all domains.

debug=y Enabledelug assertionsimpliesverbose=y (Primarily usefulfor tracing
bugsin Xen).

debugger=y Enablethein-Xendelugger Thiscanbeusedo detug Xen,guestOSes,
andapplications.

perfc=y Enableperformancecountersfor signi cant eventswithin Xen. The counts
canberesetor displayedon Xen's consolevia consolecontrolkeys.

trace=y Enablepercputracebufferswhich log arangeof eventswithin Xen for col-
lectionby controlsoftware.

8.2 Xen Boot Options

Theseoptionsareusedto con gure Xen's behaiour at runtime. They shouldbe ap-
pendedo Xen's commandine, eithermanuallyor by editinggrub.conf

noreboot Don't rebootthe machineautomaticallyon errors. This is usefulto catch
dehug outputif you arent catchingconsolemessagesia the serialline.

nosmp DisableSMP support.This optionis implied by “ignorebiostables'.
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watchdog EnableNMI watchdogwhich canreportcertainfailures.

noirgbalance DisablesoftwarelRQ balancingandaf nity . This canbe usedon sys-
temssuchasDell 1850/285Ghathave workaroundsn hardwarefor IRQ-routing
issues.

badpage= pagenumber> < pagenumber>, ... Specifya list of pagesnot to be
allocatedfor usebecausehey containbadbytes. For example,if your memory
testersaysthat byte 0x12345678s bad, you would place badpage=0x12345'
on Xen'scommandine.

coml= baud>,DPSgio_base> ,<irg> com2= baud>,DPSg<io_base> <irg>
Xensupportapto two 16550-compatibleerialports.For example:"’com1=9600,
8n1,0x408,5' mapsCOM1 to a 9600-baudoort, 8 databits, no parity, 1 stop
bit, I/O port base0x408, IRQ 5. If somecon guration optionsare standard
(e.g.,l/0 baseandIRQ), thenonly apre x of thefull con gurationstringneed
bespeci ed. If thebaudrateis pre-con gured(e.g.,by thebootloaderthenyou
canspecify auto'in placeof anumericbaudrate.

consolex< speci er list> Specifythedestinatiorfor Xenconsold/O. Thisisacomma-
separatedist of, for example:

vga useVGA consoleandallow keyboardinput
coml useserialportcoml

com2H useserial port com2. Transmittedcharswill have the MSB set. Re-
cevedcharsmusthave MSB set.

com2L useserial port com2. Transmittedcharswill have the MSB cleared.
Recevedcharsmusthave MSB cleared.

The latter two examplesallow a single port to be sharedby two subsystems
(e.g. consoleanddehugger). Sharingis controlledby MSB of eachtransmit-
ted/receredcharacter[NB. Defaultfor this optionis “‘com1,v@']

sync.console Forcesynchronousonsoleoutput. This is usefulif you systemfails
unexpectedlybeforeit hassentall availableoutputto theconsole.ln mostcases
Xenwill automaticallyentersynchronousnodewhenan exceptionaleventoc-
curs,but this option providesa manualfallback.

conswitch=< switch-char>< auto-switch-char> Specifyhow to switchserial-console
inputbetweerXenandDOMO. Therequiredsequences CTRL-< switch-chap
pressedhreetimes. Specifyingthe backtickcharactedisablesswitching. The
<auto-switch-char speci eswhetherXen shouldauto-switchinputto DOMO
whenit boots— if it is X' thenauto-switchings disabled.Any othervalue,or
omitting the characterenablesauto-switching[NB. default switch-chaiis "a']

nmi=xxx Specifywhatto dowith anNMI parity or I/O error.
‘nmi=fatal": Xen printsa diagnosticandthenhangs.
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"nmi=dom0': Inform DOMO of the NMI.
‘nmi=ignore": Ignorethe NMI.

mem=xxx Setthe physical RAM addresdimit. Any RAM appearingoeyond this
physical addressn the memorymapwill beignored. This parametemay be
speci edwith aB, K, M or G sufx, representindytes,kilobytes, megabytes
andgigabytesespectiely. Thedefaultunit, if nosufx is speci ed, is bytes.

domO.mem=xxx Settheamountof memoryto beallocatedto domain0.In Xen 3.x
the parametemay be speci edwith aB, K, M or G sufx, representingpytes,
kilobytes, megabytesand gigabytesrespectiely; if no sufx is speci ed, the
parametedefaultsto kilobytes. In previous versionsof Xen, sufx eswerenot
supportedandthevalueis alwaysinterpretedaskilobytes.

tbuf_size=xxx Setthesizeof thepercputracebuffers,in pageqdefault1). Notethat
the tracebuffers are only enabledn delug builds. Most userscanignorethis
featurecompletely

sched=xxx Selectthe CPU scheduletXen shoulduse. The currentpossibilitiesare
“bvt' (default), “atropos'andrrobin'. For moreinformationseeSection7.4.

apic_verbosity=delug,verbose Print more detailedinformation aboutlocal APIC
andIOAPIC con guration.

lapic Forceuseof local APIC evenwhenleft disabledoy uniprocessoBIOS.
nolapic Ignorelocal APIC in auniprocessosystemevenif enabledby theBIOS.

apic=bigsmp,default,es7000,summitSpecifyNUMA platform. This canusuallybe
probedautomatically

In addition,the following optionsmay be speci ed on the Xen commandine. Since
domainO sharegesponsibilityfor bootingthe platform, Xenwill automaticallypropa-
gatetheseoptionstoits commandine. Theseoptionsaretakenfrom Linux'scommand-
line syntaxwith unchangegemantics.

acpi=off,force,strict,ht,noirg,... Modify how Xen (anddomainQ) parseshe BIOS
ACPItables.

acpi_skip_timer _override InstructXen(anddomainO) toignoretimer-interruptover-
rideinstructionsspeci edby the BIOS ACPItables.

noapic InstructXen (anddomain0) to ignoreary I0OAPICsthat are presentin the
systemandinsteadcontinueto usethelegacy PIC.

8.3 XenLinux Boot Options

In additionto the standard.inux kernelbootoptions,we support:
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xencons=xxx Specifythe device nodeto which the Xen virtual consoledriver is at-
tached.Thefollowing optionsaresupported:

“xencons=df: disablevirtual console
“xencons=tty":attachconsoleto /dev/tty1 (tty0 atboot-time)
“xencons=ttyS'attachconsoleto /dev/ttySO

Thedefaultis ttyS for domOandtty for all otherdomains.

8.4 Debugging

Xen hasa setof dehugging featuresthat can be usefulto try and gure out what's
goingon. Hit 'h' ontheserialline (if you speci ed a baudrateon the Xen command
line) or ScrollLock-hon the keyboardto getalist of supporteccommands.

If youhaveacrashyou'll likely getacrashdumpcontaininganEIP (PC)which,along
with anobjdump -d image, canbeusefulin guring outwhat's happenedDehlug
aXenlinuximagejustasyouwould ary otherLinux kernel.
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Chapter 9

Further Support

If you have questionghat are not answeredy this manual,the sourcesof informa-
tion listed belov may be of interestto you. Note that bug reports,suggestiongnd
contrikutionsrelatedto the software (or the documentationyhouldbe sentto the Xen
developers'mailing list (addresdelaw).

9.1 Other Documentation

For developerdnterestedn portingoperatingsystemgo Xen, the XenInterfaceMan-
ual is distributedin thedocs/ directoryof the Xen sourcedistribution.

9.2 Online References

Theof cial Xenwebsiteis foundat:
http://www.cl.cam.ac.uk/netos/xen/

This containslinks to the latestversionsof all on-line documentatior{including the
latesetversionof the FAQ).

9.3 Maliling Lists

Therearecurrentlyfour of cial Xenmailinglists:

xen-devel@lists.xensouce.com Usedfor developmentdiscussiongndbug reports.
Subscribeat:
http://lists.xensource.com/xen-devel

xen-users@lists.xensowe.com Usedfor installationandusagediscussionandre-
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questdor help. Subscribeat:
http://lists.xensource.com/xen-users

xen-announce@lists.xensowe.com Usedfor announcementsnly. Subscribeat:
http://lists.xensource.com/xen-announce

xen-changelog@lists.xensoge.com Changelodeedfrom theunstableand2.0trees
- developeroriented.Subscribeat:
http://lists.xensource.com/xen-changelog
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Appendix A

Installing Xen/ XenLinux on
Debian

The Debianprojectprovidesatool calleddebootstrap ~ which allows a baseDebian
systemto beinstalledinto a lesystem without requiringthe hostsystemto have ary
Debian-speci csoftware(suchasapt .

Here's someinfo how to install Debian3.1 (Sage)for anunpriilegedXen domain:

1. Setup Xen 2.0andtestthatit's working, asdescribedearlierin this manual.

2. Createdisk imagesfor root-fs and swap (alternatvely, you might creatededi-
catedpartitions,LVM logical volumes.etc. if thatsuitsyour setup).

dd if=/dev/zero of=/path/diskimage bs=1024k count=size_in_mbytes
dd if=/dev/zero of=/path/swapimage bs=1024k count=size_in_mbytes

If you're goingto usethis lesystem/ diskimageonly asa ‘template'for other
vm disk images,somethingike 300 MB shouldbe enough.. (of courseit de-
pendswhatkind of packagegyou areplanningto install to thetemplate)

3. Createthe lesystemandinitialise the swapimage

mkfs.ext3  /path/diskimage
mkswap /path/swapimage

4. Mountthediskimagefor installation
mount -0 loop /path/diskimage /mnt/disk
5. Install debootstrap

Make sureyou have debootstrajinstalledonthehost.If youarerunningDebian
sage(3.1/ testing)or unstableyou caninstallit by runningapt-get  install
debootstrap . Otherwisejt canbe downloadedrom the Debianprojectweb-
site.

6. Install Debianbaseto thediskimage:
debootstrap --arch  i386 sarge /mnt/disk \
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10.

11.

http://ftp.<countrycode>.debian.org/debian

You canuseary otherDebianhttp/ftp mirror you want.

. Whendebootstragompletesuccessfullymodify settings:

chroot /mnt/disk /bin/bash
Edit thefollowing les usingvi or nanoandmalke neededchanges:

/etc/hostname
/etc/hosts
letc/resolv.conf
/etc/network/interfaces
/etc/networks

Setup accesdo theservicesgedit:

/etc/hosts.deny
/etc/hosts.allow
/etc/inetd.conf

Add Debianmirror to:
letc/apt/sources.list
Createfstablik e this:

/dev/sdal / ext3 errors=remount-ro 0
/dev/sda2 none swap Sw 0
proc /proc proc defaults 0
Logout

. Unmountthediskimage

umount /mnt/disk

. CreateXen2.0con guration le for thenew domain.You canusethe example-

con gurationscomingwith Xen asatemplate.
Make sureyou have thefollowing setup:

disk = [ ‘file:/path/diskimage,sdal,w' file:/path/swapimage,sda2,w'
root = "/dev/sdal ro"

Startthe nev domain
xm create -f domain_config_file
Checkthatthe new domainis running:

xm list

Attach to the consoleof the new domain. You shouldseesomethinglik e this
whenstartingthe nev domain:

Started domain testdomain2, console on port 9626

Thereyou canseethe D of theconsole:26. You canalsolist the consoleswith
xm consoles (ID is thelasttwo digits of the portnumber)
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Attachto theconsole:

Xm console 26

or by telnettingto the port 9626 of localhost(the xm consoleprogramworks
better).

12. Login andrunbase-con g
As adefaulttheres no passverd for theroot.

Checkthateverythinglooks OK, andthe systemstartedwithout errors. Check
thatthe swapis active, andthe network settingsarecorrect.

Run/usr/shin/base-config to setup the Debiansettings.
Setupthe passverd for root usingpasswad.
13. Done.You canexit theconsoleby pressingCtrl ~ + ]

If you needto createnew domains,you canjust copy the contentsof the ‘template'-
imageto thenew diskimagesgitherby mountingthetemplateandthenew image,and
usingcp -a ortar or by simply copying theimage le. Oncethis is done,modify
theimage-speci csettingghostnamenetwork settings etc).
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Appendix B

Installing Xen/ XenLinux on
Redhator FedoraCore

Whenusing Xen / XenLinux on a standard.inux distribution thereare a coupleof
thingsto watchoutfor:

Note that, becausedlomains¢@on't have ary privileged accessat all, certaincom-
mandsin the default boot sequencewill fail e.g. attemptsto updatethe hwclock,
changethe consolefont, updatethe keytable map, startapmd(power management),
or gpm (mousecursor). Eitherignore the errors (they shouldbe harmless).or re-
move them from the startupscripts. Deleting the following links are a good start:
S24pcmcia , S09isdn , S17keytable , S26apmd, S85gpm.

If youwantto usea singleroot le systemthatworks cleanlyfor bothdomain0 and
unprivilegeddomains,a usefultrick is to usedifferent'init' run levels. For example,
userun level 3 for domain0, andrun level 4 for otherdomains.This enabledifferent
startupscriptsto be run in dependingon the run level numberpassedn the kernel
commandine.

If usingNFSroot les systemamountedeitherfrom an external sener or from do-
mainOtherearea coupleof othergotchasThedefault/etc/sysconfig/iptables
rulesblock NFS, sopartway throughthe bootsequencehingswill suddenlygo dead.

If you're planningon having a separateNFS /usr  partition, the RH9 boot scripts
don't male life easy- they attemptto mountNFS le systemsway to latein the boot
processTheeasiestvay | foundto dothiswasto have a/linuxrc ~ scriptrun ahead
of /sbin/init thatmounts/usr :

#!/bin/bash

/sbin/ipconfig lo 127.0.0.1

[/sbin/portmap

/bin/mount Jusr

exec /shin/init "$@" <>/dev/console 2>&1
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The oneslight complicationwith the above is that/sbin/portmap is dynamically
linked against/usr/lib/libwrap.so.0 Sincethisisin /usr , it won't work. This
canbesolvedby copying the le (andlink) belov the/usrmountpoint, andjustlet the
le be'covered'whenthemounthappens.

In someinstallationswhereasharedead-onlyusr is beingused,t maybedesirable
to move otherlarge directoriesover into theread-only/usr . For example,you might
replace/bin , /lib  and/shin  with links into /usr/root/bin , lusr/root/lib
and/usr/root/shin respectiely. Thiscreate®therproblemdor runningthe/linuxrc
script,requiringbash portmapmount,ifcon g, andahandfulof othersharedibraries
to be copiedbelow the mountpoint — a simple statically-linked C programwould
solve this problem.
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Appendix C

Glossaryof Terms

Atr opos One of the CPU schedulergprovided by Xen. Atropos provides domains
with absolutesharesof the CPU, with timelinessguaranteesanda mechanism
for sharingout “slacktime'.

BVT TheBVT scheduleiis usedto give proportionalfair sharesof the CPU to do-
mains.

Exokernel A minimal pieceof privilegedcode,similar to a microkernel but provid-
ing amore "hardvare-like' interfaceto the tasksit managesThis is similar to
a paravirtualising VMM like Xen but wasdesignedasa new operatingsystem
structureratherthanspeci cally to run multiple corventionalOSs.

Domain A domainis the executioncontext thatcontainsa runningvirtual machine
The relationshipbetweenvirtual machinesand domainson Xen is similar to
thatbetweerprogramsandprocesses anoperatingsystem:avirtual machine
is a persistenentity thatresideson disk (someavhatlik e a program).Whenit is
loadedfor execution,it runsin adomain.Eachdomainhasadomain ID.

Domain 0 The rst domainto be startedon a Xen machine.Domain0 is responsible
for managinghe system.

Domain ID A uniqueidenti er for adomain, analogouso aprocesdD in anoperat-
ing system.

Full virtualisation An approacho virtualisationwhich requiresno modi cationsto
the hostedoperatingsystem providing theillusion of a completesystemof real
hardwaredevices.

Hypervisor An alternatve termfor VMM , usedbecauseat means beyond supervi-
sor', sinceit is responsibldéor managingmultiple “supervisorkernels.

Live migration A techniqudor moving arunningvirtual machineto anothephysical
host,without stoppingit or theservicesunningonit.

Micr okernel A smallbaseof coderunningatthe highesthardwareprivilegelevel. A
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microkernelis responsibldor sharingCPUandmemory(andsometimether
devices)betweeressprivilegedtasksrunningonthesystem.Thisis similarto a
VMM, particularlyaparavirtualising VMM but typically addressingdifferent
problemspaceandproviding differentkind of interface.

NetBSD/Xen A port of NetBSDto the Xen architecture.

Paravirtualisation An approactto virtualisationwhich requiresmodi cationsto the
operatingsystemn orderto runin avirtual machine Xenusegaravirtualisation
but preseresbinary compatibilityfor userspaceapplications.

Shadaw pagetables A techniquefor hiding the layout of machinememoryfrom a
virtual machines operatingsystem.Usedin someVMMs to providetheillusion
of contiguousphysicalmemory in Xenthisis usedduringlive migration.

Virtual Machine Theervironmentin which a hostedoperatingsystemruns,provid-
ing the abstractiorof a dedicatednachine.A virtual machinemay beidentical
to theunderlyinghardware(asin full virtualisation, or it maydiffer, asin par-
avirtualisation .

VMM Virtual MachineMonitor - the softwarethat allows multiple virtual machines
to be multiplexedon a singlephysicalmachine.

Xen Xen is a paravirtualising virtual machinemonitor, developedprimarily by the
System®ResearclGroupatthe University of CambridgeComputeri_aboratory

XenLinux Of cial namefor the portof the Linux kernelthatrunson Xen.
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