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Intr oduction and Tutorial
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Chapter 1

Intr oduction

Xenis aparavirtualisingvirtual machinemonitor(VMM), or `hypervisor',for thex86
processorarchitecture.Xencansecurelyexecutemultiplevirtual machinesonasingle
physical systemwith close-to-native performance.The virtual machinetechnology
facilitatesenterprise-gradefunctionality, including:

� Virtual machineswith performancecloseto nativehardware.

� Livemigrationof runningvirtual machinesbetweenphysicalhosts.

� Excellenthardwaresupport(supportsmostLinux devicedrivers).

� Sandboxed,restartabledevicedrivers.

Paravirtualisationpermitsvery high performancevirtualisation,evenon architectures
like x86 thataretraditionallyvery hardto virtualise. Thedrawbackof this approach
is that it requiresoperatingsystemsto beportedto run on Xen. PortinganOSto run
on Xen is similar to supportinga new hardwareplatform,however theprocessis sim-
pli�ed becausethe paravirtual machinearchitectureis very similar to the underlying
nativehardware.Eventhoughoperatingsystemkernelsmustexplicitly supportXen,a
key featureis thatuserspaceapplicationsandlibrariesdonot requiremodi�cation.

Xen supportis availablefor increasinglymany operatingsystems:right now, Linux
2.4,Linux 2.6andNetBSDareavailablefor Xen 2.0. A FreeBSDport is undergoing
testingandwill beincorporatedinto thereleasesoon.OtherOSports,includingPlan
9, arein progress.We hopethat that arch-xen patcheswill be incorporatedinto the
mainstreamreleasesof theseoperatingsystemsin duecourse(ashasalreadyhappened
for NetBSD).

Possibleusagescenariosfor Xen include:

Kernel development. Testanddebugkernelmodi�cationsin asandboxedvirtual ma-
chine— noneedfor aseparatetestmachine.

Multiple OScon�gurations. Runmultipleoperatingsystemssimultaneously, for in-
stancefor compatibilityor QA purposes.
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Server consolidation. Movemultipleserversontoasinglephysicalhostwith perfor-
manceandfault isolationprovidedat virtual machineboundaries.

Cluster computing. Managementat VM granularityprovides more �e xibility than
separatelymanagingeachphysical host, but bettercontrol and isolation than
single-systemimagesolutions,particularlyby usinglivemigrationfor loadbal-
ancing.

Hardwaresupport for customOSes.Allow developmentof new OSeswhile bene-
�ting from thewide-ranginghardwaresupportof existingOSessuchasLinux.

1.1 Structur eof a Xen-BasedSystem

A Xen systemhasmultiple layers,the lowestandmostprivilegedof which is Xen
itself. Xen in turn may hostmultiple guestoperatingsystems,eachof which is exe-
cutedwithin a securevirtual machine(in Xen terminology, a domain). Domainsare
scheduledby Xen to make effective useof the availablephysical CPUs. Eachguest
OS managesits own applications,which includesresponsibilityfor schedulingeach
applicationwithin thetimeallottedto theVM by Xen.

The �rst domain,domain0, is createdautomaticallywhenthe systembootsandhas
specialmanagementprivileges. Domain0 builds otherdomainsandmanagestheir
virtual devices. It alsoperformsadministrative taskssuchassuspending,resuming
andmigratingothervirtual machines.

Within domain0,aprocesscalledxendrunstomanagethesystem.Xendis responsible
for managingvirtual machinesandproviding accessto their consoles.Commandsare
issuedto xendoveranHTTPinterface,eitherfrom acommand-linetool or from aweb
browser.

1.2 HardwareSupport

Xen currentlyrunsonly on thex86 architecture,requiringa `P6' or newer processor
(e.g.PentiumPro,Celeron,PentiumII, PentiumIII, PentiumIV, Xeon,AMD Athlon,
AMD Duron).Multiprocessormachinesaresupported,andwealsohavebasicsupport
for HyperThreading(SMT),althoughthisremainsatopicfor ongoingresearch.A port
speci�cally for x86/64is in progress,althoughXenalreadyrunsonsuchsystemsin 32-
bit legacy mode.In additionaport to theIA64 architectureis approachingcompletion.
Wehopeto addotherarchitecturessuchasPPCandARM in duecourse.

Xencancurrentlyuseupto 4GBof memory. It is possiblefor x86machinesto address
upto 64GBof physicalmemorybut therearenocurrentplansto supportthesesystems:
Thex86/64port is theplannedrouteto supportinglargermemorysizes.

Xenof�oads mostof thehardwaresupportissuesto theguestOSrunningin Domain0.
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Xen itself containsonly thecoderequiredto detectandstartsecondaryprocessors,set
up interruptrouting,andperformPCI bus enumeration.Device driversrun within a
privilegedguestOSratherthanwithin Xen itself. This approachprovidescompatibil-
ity with themajority of device hardwaresupportedby Linux. Thedefault XenLinux
build containssupportfor relatively modernserver-classnetwork anddisk hardware,
but you canaddsupportfor otherhardwareby con�guring your XenLinux kernelin
thenormalway.

1.3 History

Xen was originally developedby the SystemsResearchGroup at the University of
CambridgeComputerLaboratoryaspart of the XenoServersproject, fundedby the
UK-EPSRC.XenoServersaimto providea`public infrastructurefor globaldistributed
computing',andXenplaysa key partin that,allowing usto ef�ciently partitiona sin-
gle machineto enablemultiple independentclientsto run their operatingsystemsand
applicationsin an environmentproviding protection,resourceisolationandaccount-
ing. Theprojectwebpagecontainsfurther informationalongwith pointersto papers
andtechnicalreports:http://www.cl.cam.ac.uk/xeno

Xenhassincegrown into afully-�edged projectin its own right,enablingusto investi-
gateinterestingresearchissuesregardingthebesttechniquesfor virtualisingresources
suchastheCPU,memory, disk andnetwork. Theprojecthasbeenbolsteredby sup-
port from Intel ResearchCambridge,andHPLabs,whoarenow workingcloselywith
us.

Xen was�rst describedin a paperpresentedat SOSPin 20031, andthe �rst public
release(1.0)wasmadethatOctober. Sincethen,Xen hassigni�cantly maturedandis
now usedin productionscenariosonmany sites.

Xen2.0featuresgreatlyenhancedhardwaresupport,con�guration�e xibility , usability
anda largercomplementof supportedoperatingsystems.This latestreleasetakesXen
astepcloserto becomingthede�niti veopensourcesolutionfor virtualisation.

1http://www.cl.cam.ac.uk/netos/papers/2003-xensosp.pdf
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Chapter 2

Installation

TheXen distribution includesthreemaincomponents:Xen itself, portsof Linux 2.4
and2.6 andNetBSDto run on Xen, and the user-spacetools requiredto managea
Xen-basedsystem.Thischapterdescribeshow to install theXen2.0distribution from
source.Alternatively, theremaybepre-built packagesavailableaspartof your oper-
atingsystemdistribution.

2.1 Prerequisites

Thefollowing is a full list of prerequisites.Itemsmarked`y' arerequiredby thexend
control tools, andhencerequiredif you want to run morethanonevirtual machine;
itemsmarked`� ' areonly requiredif youwish to build from source.

� A workingLinux distributionusingtheGRUB bootloaderandrunningonaP6-
class(or newer)CPU.

y The iproute2 package.

y TheLinux bridge-utils1 (e.g.,/sbin/brctl )

y An installationof Twistedv1.3or above2. Theremaybeabinarypackageavail-
able for your distribution; alternatively it can be installedby running `make
install-twisted' in therootof theXensourcetree.

� Build tools(gccv3.2.xor v3.3.x,binutils,GNU make).

� Developmentinstallationof libcurl (e.g.,libcurl-devel)

� Developmentinstallationof zlib (e.g.,zlib-dev).

� Developmentinstallationof Pythonv2.2or later(e.g.,python-dev).

� LATEXandtrans�g arerequiredto build thedocumentation.

1Availablefrom http://bridge.sourceforge.net
2Availablefrom http://www.twistedmatrix.com
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Onceyou have satis�ed therelevantprerequisites,you cannow install eithera binary
or sourcedistributionof Xen.

2.2 Installing fr om Binary Tarball

Pre-built tarballsareavailablefor downloadfrom theXendownloadpage

http://xen.sf.net

Onceyou'vedownloadedthetarball,simplyunpackandinstall:

# tar zxvf xen-2.0-install.tgz
# cd xen-2.0-install
# sh ./install.sh

Onceyou've installedthebinariesyou needto con�gure your systemasdescribedin
Section2.4.

2.3 Installing fr om Source

Thissectiondescribeshow to obtain,build, andinstallXen from source.

2.3.1 Obtaining the Source

TheXensourcetreeis availableaseitheracompressedsourcetarball or asacloneof
ourmasterBitKeeperrepository.

Obtaining the SourceTarball
Stableversions(and daily snapshots)of the Xen sourcetree are available as
compressedtarballsfrom theXendownloadpage

http://xen.sf.net

UsingBitK eeper
If you wish to install Xen from a cloneof our latestBitKeeperrepositorythen
you will needto install the BitKeepertools. Download instructionsfor Bit-
Keepercanbeobtainedby �lling out theform at:

http://www.bitmover.com/cgi-bin/download.cgi

ThepublicmasterBK repositoryfor the2.0releaselivesat:

bk://xen.bkbits.net/xen-2.0.bk

YoucanuseBitKeeperto downloadit andkeepit updatedwith thelatestfeatures
and�x es.

Changeto thedirectoryin whichyouwantto put thesourcecode,thenrun:
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# bk clone bk://xen.bkbits.net/xen-2.0.bk

Under your currentdirectory, a new directory namedxen-2.0.bk hasbeen
created,whichcontainsall thesourcecodefor Xen,theOSports,andthecontrol
tools. You canupdateyour repositorywith the latestchangesat any time by
running:

# cd xen-2.0.bk # to change into the local repository
# bk pull # to update the repository

2.3.2 Building fr om Source

Thetop-level XenMake�le includesa target`world' thatwill do thefollowing:

� Build Xen

� Build thecontroltools,includingxend

� Download(if necessary)andunpacktheLinux 2.6sourcecode,andpatchit for
usewith Xen

� Build aLinux kernelto usein domain0 andasmallerunprivilegedkernel,which
canoptionallybeusedfor unprivilegedvirtual machines.

After the build hascompletedyou shouldhave a top-level directory called dist/

in which all resultingtargetswill beplaced;of particularinterestarethe two kernels
XenLinuxkernelimages,onewith a`-xen0'extensionwhichcontainshardwaredevice
driversanddriversfor Xen'svirtual devices,andonewith a`-xenU' extensionthatjust
containsthevirtual ones.Thesearefoundin dist/install/boot/ alongwith the
imagefor Xen itself andthecon�guration�les usedduringthebuild.

TheNetBSDport canbebuilt using:

# make netbsd20

NetBSDport is built usinga snapshotof thenetbsd-2-0cvsbranch.Thesnapshotis
downloadedaspartof thebuild process,if it isnotyetpresentin theNETBSDSRCPATH

searchpath.Thebuild processalsodownloadsa toolchainwhich includesall thetools
necessaryto build theNetBSDkernelunderLinux.

To customizefurther the setof kernelsbuilt you needto edit the top-level Make�le.
Look for theline:

KERNELS?= mk.linux-2.6-xen0 mk.linux-2.6-xenU

You canedit this line to includeany setof operatingsystemkernelswhich have con-
�gurations in thetop-level buildconfigs/ directory, for examplemk.linux-2.4-

xenU to build aLinux 2.4kernelcontainingonly virtual devicedrivers.
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2.3.3 CustomXenLinux Builds

If you wish to build a customizedXenLinuxkernel(e.g.to supportadditionaldevices
or enabledistribution-requiredfeatures),youcanusethestandardLinux con�guration
mechanisms,specifyingthatthearchitecturebeingbuilt for is xen , e.g:

# cd linux-2.6.11-xen0
# make ARCH=xen xconfig
# cd ..
# make

You canalsocopy anexisting Linux con�guration (.config ) into linux-2.6.11-

xen0 andexecute:

# make ARCH=xen oldconfig

You may be promptedwith someXen-speci�c options;we adviseacceptingthe de-
faultsfor theseoptions.

Note that the only differencebetweenthe two typesof Linux kernelthat arebuilt is
the con�guration �le usedfor each. The ”U” suf�x ed (unprivileged)versionsdon't
containany of the physical hardwaredevice drivers, leadingto a 30% reductionin
size;henceyou may preferthesefor your non-privilegeddomains.The `0' suf�x ed
privilegedversionscanbe usedto boot the system,aswell asin driver domainsand
unprivilegeddomains.

2.3.4 Installing the Binaries

The�les producedby thebuild processarestoredunderthedist/install/ direc-
tory. To install themin theirdefault locations,do:

# make install

Alternatively, userswith specialinstallationrequirementsmay wish to install them
manuallyby copying the�les to their appropriatedestinations.

Thedist/install/boot directorywill alsocontainthecon�g �les usedfor build-
ing theXenLinuxkernels,andalsoversionsof XenandXenLinuxkernelsthatcontain
debug symbols(xen-syms-2.0.6 andvmlinux-syms-2.6.11.11-xen0 ) which
areessentialfor interpretingcrashdumps. Retainthese�les as the developersmay
wish to seethemif youposton themailing list.

2.4 Con�guration

Onceyou have built and installedthe Xen distribution, it is simple to preparethe
machinefor bootingandrunningXen.
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2.4.1 GRUB Con�guration

An entryshouldbeaddedtogrub.conf (oftenfoundunder/boot/ or /boot/grub/ )
to allow Xen / XenLinux to boot.This �le is sometimescalledmenu.lst , depending
onyourdistribution. Theentryshouldlook somethinglike thefollowing:

title Xen 2.0 / XenLinux 2.6
kernel /boot/xen-2.0.gz dom0_mem=131072
module /boot/vmlinuz-2.6-xen0 root=/dev/sda4 ro console=tty0

Thekernelline tells GRUB whereto �nd Xen itself andwhatbootparametersshould
bepassedto it (in thiscase,settingdomain0'smemoryallocationin kilobytesandthe
settingsfor theserialport). For moredetailson thevariousXen bootparameterssee
Section8.2.

The moduleline of the con�guration describesthe locationof the XenLinux kernel
thatXenshouldstartandtheparametersthatshouldbepassedto it (thesearestandard
Linux parameters,identifying the root device andspecifyingit be initially mounted
readonly andinstructingthatconsoleoutputbesentto thescreen).Somedistributions
suchasSuSEdonot requirethero parameter.

If youwantto useaninitrd, justaddanothermodule line to thecon�guration,asusual:

module /boot/my_initrd.gz

As always when installing a new kernel, it is recommendedthat you do not delete
existingmenuoptionsfrom menu.lst — youmaywantto bootyourold Linux kernel
in future,particularlyif youhaveproblems.

2.4.2 Serial Console(optional)

In orderto con�gure Xenserialconsoleoutput,it is necessaryto addanbootoptionto
yourGRUB con�g; e.g.replacetheabovekernelline with:

kernel /boot/xen.gz dom0_mem=131072 com1=115200,8n1

Thiscon�guresXento outputonCOM1at115,200baud,8 databits,1 stopbit andno
parity. Modify theseparametersfor yoursetup.

Onecanalsocon�gure XenLinux to sharethe serialconsole;to achieve this append
“console=ttyS0 ” to yourmoduleline.

If youwish to beableto log in over theXenLinuxserialconsoleit is necessaryto add
a line into /etc/inittab , justasperregularLinux. Simplyaddtheline:

c:2345:respawn:/sbin/mingetty ttyS0

andyoushouldbeableto log in. Notethatto successfullylog in asrootover theserial
line will requireaddingttyS0 to /etc/securetty in mostmoderndistributions.
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2.4.3 TLS Libraries

Usersof theXenLinux 2.6kernelshoulddisableThreadLocal Storage(e.g.by doing
a mv /lib/tls /lib/tls.disabled ) beforeattemptingto run with a XenLinux
kernel3. You canalwaysreenableit by restoringthedirectoryto its original location
(i.e. mv /lib/tls.disabled /lib/tls ).

Thereasonfor this is thatthecurrentTLS implementationusessegmentationin away
that is not permissibleunderXen. If TLS is not disabled,anemulationmodeis used
within Xenwhich reducesperformancesubstantially.

Wehopethatthis issuecanberesolvedby workingwith Linux distributionvendorsto
implementaminorbackward-compatiblechangeto theTLS library.

2.5 Booting Xen

It shouldnow bepossibleto restartthesystemanduseXen. Rebootasusualbut choose
thenew XenoptionwhentheGrubscreenappears.

What follows shouldlook muchlike a conventionalLinux boot. The �rst portionof
theoutputcomesfrom Xen itself, supplyinglow level informationaboutitself andthe
machineit is runningon. Thefollowing portionof theoutputcomesfrom XenLinux.

You may seesomeerrorsduring the XenLinux boot. Thesearenot necessarilyany-
thingto worry about— they mayresultfrom kernelcon�gurationdifferencesbetween
yourXenLinuxkernelandtheoneyouusuallyuse.

Whenthebootcompletes,you shouldbeableto log into your systemasusual.If you
areunableto log in to yoursystemrunningXen,youshouldstill beableto rebootwith
yournormalLinux kernel.

3If you bootwithout �rst disablingTLS, you will geta warningmessageduringthebootprocess.In
this case,simply performtherenameafterthemachineis up andthenrun /sbin/ldconfig to make
it takeeffect.
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Chapter 3

Starting Additional Domains

The�rst stepin creatinganew domainis to preparearoot �lesystemfor it to bootoff.
Typically, thismightbestoredin anormalpartition,anLVM or othervolumemanager
partition,a disk �le or on an NFS server. A simpleway to do this is simply to boot
from your standardOSinstall CD andinstall thedistribution into anotherpartitionon
yourharddrive.

To startthexendcontroldaemon,type

# xend start

If youwishthedaemonto startautomatically, seetheinstructionsin Section6.1.Once
thedaemonis running,you canusethexm tool to monitorandmaintainthedomains
runningon your system.This chapterprovidesonly a brief tutorial: we provide full
detailsof thexm tool in thenext chapter.

3.1 Creatinga Domain Con�guration File

Beforeyou canstartan additionaldomain,you mustcreatea con�guration �le. We
provide two example�les whichyoucanuseasastartingpoint:

� /etc/xen/xmexample1 is a simpletemplatecon�guration �le for describing
asingleVM.

� /etc/xen/xmexample2 �le is a templatedescriptionthat is intendedto be
reusedfor multiple virtual machines.Settingthevalueof thevmid variableon
thexmcommandline �lls in partsof this template.

Copy oneof these�les andedit it asappropriate.Typical valuesyou maywish to edit
include:

kernel Setthis to thepathof thekernelyou compiledfor usewith Xen
(e.g.kernel = '/boot/vmlinuz-2.6-xenU' )
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memory Setthis to thesizeof thedomain's memoryin megabytes(e.g.
memory = 64)

disk Setthe �rst entry in this list to calculatetheoffsetof thedomain's
root partition, basedon the domainID. Set the secondto the lo-
cationof /usr if you aresharingit betweendomains(e.g.disk =

['phy:your hard drive%d,sda1,w' % (base partition number

+ vmid), 'phy:your usr partition,sda6,r' ]

dhcp Uncommentthe dhcpvariable,so that the domainwill receive its
IP addressfrom aDHCPserver (e.g.dhcp='dhcp' )

You mayalsowant to edit thevif variablein orderto choosetheMAC addressof the
virtual ethernetinterfaceyourself.For example:

vif = ['mac=00:06:AA:F6:BB:B3']

If youdonotsetthisvariable,xendwill automaticallygeneratearandomMAC address
from anunusedrange.

3.2 Booting the Domain

Thexm tool providesa varietyof commandsfor managingdomains.Usethecreate

commandtostartnew domains.Assumingyou'vecreatedacon�guration�le myvmconf

basedaround/etc/xen/xmexample2 , to starta domainwith virtual machineID 1
youshouldtype:

# xm create -c myvmconf vmid=1

The-c switchcausesxm to turn into thedomain'sconsoleaftercreation.Thevmid=1

setsthevmid variableusedin themyvmconf �le.

You shouldseethe consoleboot messagesfrom the new domainappearingin the
terminalin whichyou typedthecommand,culminatingin a login prompt.

3.3 Example: ttylinux

Ttylinux is averysmallLinux distribution,designedto requireveryfew resources.We
will useit asaconcreteexampleof how to startaXendomain.Mostuserswill proba-
bly wantto install a full-featureddistributiononcethey havemasteredthebasics1.

1. Download and extract the ttylinux disk image from the Files sectionof the
project'sSourceForgesite(seehttp://sf.net/projects/xen/ ).

2. Createacon�guration�le like thefollowing:

1ttylinux is maintainedby PascalSchmidt.Youcandownloadsourcepackagesfrom thedistribution's
homepage:http://www.minimalinux.org/ttylinux/
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kernel = "/boot/vmlinuz-2.6-xenU"
memory = 64
name = "ttylinux"
nics = 1
ip = "1.2.3.4"
disk = ['file:/path/to/ttylinux/rootfs,sda1,w']
root = "/dev/sda1 ro"

3. Now startthedomainandconnectto its console:

xm create configfile -c

4. Login asroot,password root.

3.4 Starting / StoppingDomainsAutomatically

It is possibleto havecertaindomainsstartautomaticallyatboottimeandto havedom0
wait for all runningdomainsto shutdown beforeit shutsdown thesystem.

To specifya domainis to startat boot-time,placeits con�guration�le (or a link to it)
under/etc/xen/auto/ .

A Sys-Vstyleinit script for RedHatandLSB-compliantsystemsis providedandwill
be automaticallycopiedto /etc/init.d/ during install. You canthenenableit in
theappropriateway for yourdistribution.

For instance,onRedHat:

# chkconfig --add xendomains

By default, thiswill starttheboot-timedomainsin runlevels3, 4 and5.

Youcanalsousetheservice commandto run thisscriptmanually, e.g:

# service xendomains start

Startsall thedomainswith con�g �les under/etc/xen/auto/.

# service xendomains stop

Shutsdown ALL runningXendomains.
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Chapter 4

Domain ManagementTools

Thepreviouschapterdescribeda simpleexampleof how to con�gure andstarta do-
main.Thischaptersummarisesthetoolsavailableto managerunningdomains.

4.1 Command-lineManagement

Commandline managementtasksarealsoperformedusingthe xm tool. For online
helpfor thecommandsavailable,type:

# xm help

Youcanalsotypexm help < command> for moreinformationonagivencommand.

4.1.1 BasicManagementCommands

Themostimportantxmcommandsare:

# xm list : Listsall domainsrunning.
# xm consoles : Givesinformationaboutthedomainconsoles.
# xm console : Opensaconsoletoadomain(e.g.# xm console myVM

4.1.2 xm list

Theoutputof xm list is in rowsof thefollowing format:

name domid memory cpu state cputime console

name Thedescriptivenameof thevirtual machine.

domid Thenumberof thedomainID thisvirtual machineis runningin.

memory Memorysizein megabytes.

cpu TheCPUthisdomainis runningon.
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state Domainstateconsistsof 5 �elds:

r running

b blocked

p paused

s shutdown

c crashed

cputime How muchCPUtime (in seconds)thedomainhasusedsofar.

console TCPportacceptingconnectionsto thedomain's console.

The xm list commandalso supportsa long output format when the -l switch is
used.Thisoutputsthefulls detailsof therunningdomainsin xend'sSXPcon�guration
format.

For example,supposethesystemis runningthe ttylinux domainasdescribedearlier.
Thelist commandshouldproduceoutputsomewhatlike thefollowing:

# xm list
Name Id Mem(MB) CPU State Time(s) Console
Domain-0 0 251 0 r---- 172.2
ttylinux 5 63 0 -b--- 3.0 9605

Herewe canseethedetailsfor the ttylinux domain,aswell asfor domain0 (which,
of course,is alwaysrunning). Note that the consoleport for the ttylinux domainis
9605. This canbe connectedto by TCP usinga terminalprogram(e.g. telnet or,
better, xencons ). Thesimplestway to connectis to usethexm console command,
specifyingthedomainnameor ID. To connectto theconsoleof the ttylinux domain,
wecoulduseany of thefollowing:

# xm console ttylinux
# xm console 5
# xencons localhost 9605

4.2 Domain Saveand Restore

Theadministratorof a Xen systemmaysuspenda virtual machine's currentstateinto
adisk �le in domain0, allowing it to beresumedata latertime.

Thettylinux domaindescribedearliercanbesuspendedto diskusingthecommand:

# xm save ttylinux ttylinux.xen

This will stopthedomainnamed̀ ttylinux' andsave its currentstateinto a �le called
ttylinux.xen .

To resumeexecutionof thisdomain,usethexm restore command:
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# xm restore ttylinux.xen

This will restorethe stateof the domainand restartit. The domainwill carry on
asbeforeandthe consolemay be reconnectedusingthe xm console command,as
above.

4.3 Li veMigration

Livemigrationis usedto transferadomainbetweenphysicalhostswhilst thatdomain
continuesto performits usualactivities — from theuser's perspective, themigration
shouldbeimperceptible.

To performa live migration,bothhostsmustbe runningXen / xendandthedestina-
tion hostmusthave suf�cient resources(e.g. memorycapacity)to accommodatethe
domainafterthemove. Furthermorewe currentlyrequirebothsourceanddestination
machinesto beon thesameL2 subnet.

Currently, thereis no supportfor providing automaticremoteaccessto �lesystems
storedon local disk when a domainis migrated. Administratorsshouldchoosean
appropriatestoragesolution(i.e. SAN, NAS, etc.) to ensurethatdomain�lesystems
arealsoavailableon their destinationnode.GNBD is a goodmethodfor exportinga
volumefrom onemachineto another. iSCSIcandoasimilar job, but is morecomplex
to setup.

Whenadomainmigrates,it' sMAC andIP addressmovewith it, thusit is only possible
to migrateVMs within thesamelayer-2 network andIP subnet.If thedestinationnode
is onadifferentsubnet,theadministratorwouldneedto manuallycon�gure asuitable
etheripor IP tunnelin thedomain0 of theremotenode.

A domainmaybemigratedusingthexm migrate command.To live migratea do-
mainto anothermachine,wewouldusethecommand:

# xm migrate --live mydomain destination.ournetwork.com

Without the--live �ag, xendsimplystopsthedomainandcopiesthememoryimage
over to the new nodeandrestartsit. Sincedomainscanhave large allocationsthis
canbequitetime consuming,evenon a Gigabit network. With the --live �ag xend
attemptsto keepthe domainrunningwhile the migrationis in progress,resultingin
typical `downtimes'of just60–300ms.

For now it will benecessaryto reconnectto thedomain'sconsoleon thenew machine
usingthe xm console command.If a migrateddomainhasany opennetwork con-
nectionsthenthey will bepreserved,soSSHconnectionsdonothave this limitation.
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4.4 Managing Domain Memory

XenLinux domainshave the ability to relinquish/ reclaim machinememoryat the
requestof theadministratoror theuserof thedomain.

4.4.1 Settingmemory footprints fr om dom0

Themachineadministratorcanrequestthata domainalterits memoryfootprint using
the xm set-mem command.For instance,we canrequestthat our examplettylinux
domainreduceits memoryfootprint to 32megabytes.

# xm set-mem ttylinux 32

Wecannow seetheresultof this in theoutputof xm list :

# xm list
Name Id Mem(MB) CPU State Time(s) Console
Domain-0 0 251 0 r---- 172.2
ttylinux 5 31 0 -b--- 4.3 9605

Thedomainhasrespondedto therequestby returningmemoryto Xen. Wecanrestore
thedomainto its original sizeusingthecommandline:

# xm set-mem ttylinux 64

4.4.2 Settingmemory footprints fr om within a domain

The virtual �le /proc/xen/balloon allows the owner of a domainto adjusttheir
own memoryfootprint. Readingthe�le (e.g.cat /proc/xen/balloon ) printsout
thecurrentmemoryfootprintof thedomain.Writing the�le (e.g.echo new target

> /proc/xen/balloon ) requeststhat thekerneladjustthedomain's memoryfoot-
print to anew value.

4.4.3 Settingmemory limits

Xen associatesa memorysizelimit with eachdomain.By default, this is theamount
of memorythe domainis originally startedwith, preventing the domainfrom ever
growing beyond this size. To permita domainto grow beyond its original allocation
or to preventadomainyou'veshrunkfrom reclaimingthememoryit relinquished,use
thexm maxmemcommand.
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Chapter 5

Domain FilesystemStorage

It is possibleto directly export any Linux block device in dom0to anotherdomain,or
to export �lesystems/ devicesto virtual machinesusingstandardnetwork protocols
(e.g.NBD, iSCSI,NFS,etc).Thischaptercoverssomeof thepossibilities.

5.1 Exporting PhysicalDevicesasVBDs

Oneof thesimplestcon�gurationsis to directly export individual partitionsfrom do-
main 0 to other domains. To achieve this usethe phy: speci�er in your domain
con�guration�le. For examplea line like

disk = ['phy:hda3,sda1,w']

speci�esthat thepartition /dev/hda3 in domain0 shouldbeexportedread-writeto
the new domainas /dev/sda1 ; one could equally well export it as /dev/hda or
/dev/sdb5 shouldonewish.

In additionto local disksandpartitions,it is possibleto export any device thatLinux
considersto be“a disk” in thesamemanner. For example,if you have iSCSIdisksor
GNBD volumesimportedinto domain0 you canexport theseto otherdomainsusing
thephy: disksyntax.E.g.:

disk = ['phy:vg/lvm1,sda2,w']

Warning: Block devicesharing

Block devicesshouldtypically only besharedbetweendomainsin aread-
only fashionotherwisetheLinux kernel's �le systemswill getvery con-
fusedas the �le systemstructuremay changeunderneaththem(having
the sameext3 partition mountedrw twice is a sure�re way to causeir-
reparabledamage)! Xend will attemptto prevent you from doing this
by checkingthat the device is not mountedread-writein domain0, and
hasn't alreadybeenexportedread-writeto anotherdomain. If you want
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read-writesharing,export the directory to otherdomainsvia NFS from
domain0(or useacluster�le systemsuchasGFSor ocfs2).

5.2 UsingFile-backedVBDs

It is alsopossibleto usea�le in Domain0 astheprimarystoragefor avirtual machine.
As well asbeingconvenient,this alsohastheadvantagethat thevirtual block device
will besparse— spacewill only really beallocatedaspartsof the �le areused.So
if a virtual machineusesonly half of its disk spacethenthe�le really takesup half of
thesizeallocated.

For example,to createa 2GB sparse�le-backed virtual block device (actuallyonly
consumes1KB of disk):

# dd if=/dev/zero of=vm1disk bs=1k seek=2048k count=1

Makea �le systemin thedisk �le:

# mkfs -t ext3 vm1disk

(whenthetool asksfor con�rmation,answer̀ y')

Populatethe�le systeme.g.by copying from thecurrentroot:

# mount -o loop vm1disk /mnt
# cp -ax /{root,dev,var,etc,usr,bin,sbin,lib} /mnt
# mkdir /mnt/{proc,sys,home,tmp}

Tailor the �le systemby editing /etc/fstab , /etc/hostname , etc (don't forget
to edit the �les in themounted�le system,insteadof your domain0 �lesystem, e.g.
you would edit /mnt/etc/fstab insteadof /etc/fstab ). For this exampleput
/dev/sda1 to root in fstab.

Now unmount(this is important!):

# umount /mnt

In thecon�guration�le set:

disk = ['file:/full/path/to/vm1disk,sda1,w']

As thevirtual machinewritesto its `disk', thesparse�le will be�lled in andconsume
morespaceup to theoriginal2GB.

Note that �le-back ed VBDs may not be appropriate for backing I/O-intensive
domains. File-backed VBDs areknown to experiencesubstantialslowdowns under
heavy I/O workloads,dueto the I/O handlingby the loopbackblock device usedto
support�le-backedVBDs in dom0.BetterI/O performancecanbeachievedby using
eitherLVM-backedVBDs (Section5.3)or physicaldevicesasVBDs (Section5.1).

Linux supportsa maximumof eight �le-backedVBDs acrossall domainsby default.

22



Thislimit canbestaticallyincreasedby usingthemax loopmoduleparameterif CON-
FIG BLK DEV LOOP is compiledasa modulein the dom0kernel,or by usingthe
max loop=n bootoption if CONFIG BLK DEV LOOPis compileddirectly into the
dom0kernel.

5.3 UsingLVM-backedVBDs

A particularlyappealingsolutionis to useLVM volumesasbackingfor domain�le-
systemssincethis allows dynamicgrowing/shrinkingof volumesaswell assnapshot
andotherfeatures.

To initialiseapartitionto supportLVM volumes:

# pvcreate /dev/sda10

Createavolumegroupnamed̀ vg' on thephysicalpartition:

# vgcreate vg /dev/sda10

Createa logical volumeof size4GBnamed̀ myvmdisk1':

# lvcreate -L4096M -n myvmdisk1 vg

Youshouldnow seethatyouhavea /dev/vg/myvmdisk1 Makea �lesystem,mount
it andpopulateit, e.g.:

# mkfs -t ext3 /dev/vg/myvmdisk1
# mount /dev/vg/myvmdisk1 /mnt
# cp -ax / /mnt
# umount /mnt

Now con�gure yourVM with thefollowing diskcon�guration:

disk = [ 'phy:vg/myvmdisk1,sda1,w' ]

LVM enablesyou to grow the sizeof logical volumes,but you'll needto resizethe
corresponding�le systemto makeuseof thenew space.Some�le systems(e.g.ext3)
now supporton-lineresize.SeetheLVM manualsfor moredetails.

You canalsouseLVM for creatingcopy-on-write clonesof LVM volumes(known
aswritable persistentsnapshotsin LVM terminology). This facility is new in Linux
2.6.8,soisn't asstableasonemighthope.In particular, usinglotsof CoWLVM disks
consumesa lot of dom0memory, anderror conditionssuchas runningout of disk
spacearenothandledwell. Hopefully thiswill improve in future.

Tocreatetwocopy-on-writecloneof theabove�le systemyouwouldusethefollowing
commands:

# lvcreate -s -L1024M -n myclonedisk1 /dev/vg/myvmdisk1
# lvcreate -s -L1024M -n myclonedisk2 /dev/vg/myvmdisk1
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Eachof thesecangrow to have 1GB of differencesfrom themastervolume.You can
grow theamountof spacefor storingthedifferencesusingthelvextendcommand,e.g.:

# lvextend +100M /dev/vg/myclonedisk1

Don't let the`differencesvolume' ever �ll up otherwiseLVM getsratherconfused.It
maybepossibleto automatethegrowing processby usingdmsetup wait to spotthe
volumegettingfull andthenissuean lvextend .

In principle,it is possibleto continuewriting to thevolumethathasbeencloned(the
changeswill not bevisible to theclones),but we wouldn't recommendthis: have the
clonedvolumeasa `pristine' �le systeminstall that isn't mounteddirectly by any of
thevirtual machines.

5.4 UsingNFSRoot

First,populatea root �lesystemin adirectoryon theservermachine.Thiscanbeona
distinctphysicalmachine,or simply runwithin avirtual machineon thesamenode.

Now con�gure theNFSserver to export this �lesystemover thenetwork by addinga
line to /etc/exports , for instance:

/export/vm1root 1.2.3.4/24 (rw,sync,no_root_squash)

Finally, con�gure thedomainto useNFSroot. In additionto thenormalvariables,you
shouldmakesureto setthefollowing valuesin thedomain's con�guration�le:

root = '/dev/nfs'
nfs_server = '2.3.4.5' # substitute IP address of server
nfs_root = '/path/to/root' # path to root FS on the server

The domainwill neednetwork accessat boot time, so eitherstaticallycon�gure an
IP address(Usingthecon�g variablesip , netmask , gateway , hostname ) or enable
DHCP( dhcp='dhcp' ).

Note that the Linux NFS root implementationis known to have stability problems
underhigh load(this is not a Xen-speci�cproblem),sothis con�gurationmaynot be
appropriatefor critical servers.
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Chapter 6

Control Software

The Xen control software includesthe xend nodecontrol daemon(which must be
running),thexm commandline tools,andtheprototypexensvwebinterface.

6.1 Xend (nodecontrol daemon)

The Xen Daemon(Xend) performssystemmanagementfunctionsrelatedto virtual
machines.It formsacentralpointof controlfor amachineandcanbecontrolledusing
anHTTP-basedprotocol. Xendmustberunningin orderto startandmanagevirtual
machines.

Xend mustbe run asroot becauseit needsaccessto privilegedsystemmanagement
functions.A smallsetof commandsmaybeissuedon thexendcommandline:

# xend start startxend,if notalreadyrunning
# xend stop stopxendif alreadyrunning
# xend restart restartxendif running,otherwisestartit
# xend status indicatesxendstatusby its returncode

A SysVinit scriptcalledxend isprovidedtostartxendatboottime. make install
installsthis scriptin /etc/init.d . To enableit, you have to make symboliclinks in
theappropriaterunlevel directoriesor usethechkconfig tool, whereavailable.

Oncexend is running,moresophisticatedadministrationcanbe doneusing the xm
tool (seeSection6.2)andtheexperimentalXensvwebinterface(seeSection6.3).

As xendruns,eventswill be loggedto /var/log/xend.log and, if the migration
assistantdaemon(xfrd ) hasbeenstarted,/var/log/xfrd.log . Thesemay be of
usefor troubleshootingproblems.
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6.2 Xm (commandline interface)

The xm tool is the primary tool for managingXen from the console. The general
formatof anxm commandline is:

# xm command [switches] [arguments] [variables]

The availableswitchesandargumentsaredependenton the commandchosen. The
variablesmay be setusingdeclarationsof the form variable=value andcom-
mandline declarationsoverrideany of thevaluesin thecon�guration �le beingused,
including the standardvariablesdescribedabove and any customvariables(for in-
stance,thexmdefconfig �le usesavmid variable).

Theavailablecommandsareasfollows:

set-mem Requestadomainto adjustits memoryfootprint.

create Createanew domain.

destroy Kill adomainimmediately.

list List runningdomains.

shutdown Ask adomainto shutdown.

dmesg FetchtheXen(notLinux!) bootoutput.

consolesLists theavailableconsoles.

console Connectto theconsolefor adomain.

help Gethelponxm commands.

save Suspendadomainto disk.

restore Restoreadomainfrom disk.

pause Pauseadomain'sexecution.

unpause Unpauseadomain.

pincpu Pinadomainto aCPU.

bvt SetBVT schedulerparametersfor adomain.

bvt ctxallow SettheBVT context switchingallowancefor thesystem.

atropos Settheatroposparametersfor adomain.

rr obin Settheroundrobin timeslicefor thesystem.

info GetinformationabouttheXenhost.

call Call axendHTTPAPI functiondirectly.

For adetailedoverview of switches,argumentsandvariablesto eachcommandtry

# xm help command
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6.3 Xensv(webcontrol interface)

Xensvis theexperimentalwebcontrol interfacefor managinga Xen machine.It can
be usedto performsome(but not yet all) of the managementtasksthat canbe done
usingthexm tool.

It canbestartedusing:

# xensv start

andstoppedusing:

# xensv stop

By default,Xensvwill serve out thewebinterfaceon port 8080.This canbechanged
by editing /usr/lib/python2.3/site-packages/xen/sv/params.py .

OnceXensvis running,theweb interfacecanbeusedto createandmanagerunning
domains.
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Chapter 7

Domain Con�guration

Thefollowing containsthesyntaxof thedomaincon�guration�les anddescriptionof
how to furtherspecifynetworking,driverdomainandgeneralschedulingbehaviour.

7.1 Con�guration Files

Xen con�guration �les containthe following standardvariables. Unlessotherwise
stated,con�gurationitemsshouldbeenclosedin quotes:see/etc/xen/xmexample1

and/etc/xen/xmexample2 for concreteexamplesof thesyntax.

kernel Pathto thekernelimage

ramdisk Pathto a ramdiskimage(optional).

memory Memorysizein megabytes.

cpu CPUto run thisdomainon,or -1 for auto-allocation.

console Portto export thedomainconsoleon (default 9600+ domainID).

nics Numberof virtual network interfaces.

vif List of MAC addresses(randomaddressesareassignedif not given)andbridges
to usefor thedomain'snetwork interfaces,e.g.

vif = [ 'mac=aa:00:00:00:00:11, bridge=xen-br0',
'bridge=xen-br1' ]

to assigna MAC addressandbridgeto the �rst interfaceandassigna different
bridgeto thesecondinterface,leaving xendto choosetheMAC address.

disk List of blockdevicesto export to thedomain,e.g.
disk = [ 'phy:hda1,sda1,r' ]
exportsphysical device /dev/hda1 to the domainas /dev/sda1 with read-
only access.Exportinga disk read-writewhich is currentlymountedis danger-
ous– if youarecertainyouwish to do this,youcanspecifyw! asthemode.
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dhcp Setto 'dhcp' if youwantto useDHCPto con�gure networking.

netmask Manuallycon�guredIP netmask.

gateway Manuallycon�guredIP gateway.

hostname Setthehostnamefor thevirtual machine.

root Specifytherootdeviceparameteron thekernelcommandline.

nfs server IP addressfor theNFSserver (if any).

nfs root Pathof theroot �lesystemon theNFSserver (if any).

extra Extrastringto appendto thekernelcommandline (if any)

restart Threepossibleoptions:

always Alwaysrestartthedomain,nomatterwhatits exit codeis.

never Never restartthedomain.

onreboot Restartthedomainiff it requestsreboot.

For additional�e xibility , it is alsopossibleto includePythonscriptingcommandsin
con�guration �les. An exampleof this is the xmexample2 �le, which usesPython
codeto handlethevmid variable.

7.2 Network Con�guration

For many users,the default installationshouldwork `out of the box'. More compli-
catednetwork setups,for instancewith multiple ethernetinterfacesand/orexisting
bridgingsetupswill requiresomespecialcon�guration.

Thepurposeof thissectionis to describethemechanismsprovidedby xendto allow a
�e xible con�gurationfor Xen'svirtual networking.

7.2.1 Xen virtual network topology

Eachdomainnetwork interfaceis connectedto a virtual network interfacein dom0
by a point to point link (effectively a `virtual crossover cable'). Thesedevices are
namedvif < domid > . < vifid > (e.g. vif1.0 for the�rst interfacein domain1,
vif3.1 for thesecondinterfacein domain3).

Traf�c on thesevirtual interfacesis handledin domain0 usingstandardLinux mech-
anismsfor bridging,routing,ratelimiting, etc. Xendcallson two shellscriptsto per-
form initial con�guration of the network andcon�guration of new virtual interfaces.
By default, thesescriptscon�gure a singlebridgefor all thevirtual interfaces.Arbi-
trary routing/ bridgingcon�gurationscanbecon�guredby customisingthescripts,as
describedin thefollowing section.
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7.2.2 Xen networking scripts

Xen's virtual networking is con�gured by two shell scripts(by default network and
vif-bridge ). Theseare called automaticallyby xend when certaineventsoccur,
with argumentsto thescriptsproviding furthercontextual information. Thesescripts
arefoundby default in /etc/xen/scripts . Thenamesandlocationsof thescripts
canbecon�guredin /etc/xen/xend-config.sxp .

network: Thisscriptis calledwheneverxendis startedor stoppedto respectively ini-
tialiseor teardown theXenvirtual network. In thedefault con�gurationinitial-
isationcreatesthebridge`xen-br0'andmoveseth0ontothatbridge,modifying
theroutingaccordingly. Whenxendexits, it deletestheXenbridgeandremoves
eth0,restoringthenormalIP androutingcon�guration.

vif-bridge: This script is calledfor every domainvirtual interfaceandcancon�gure
�re walling rulesandaddthevif to theappropriatebridge.By default, this adds
andremovesVIFs on thedefaultXenbridge.

For morecomplex network setups(e.g. whererouting is requiredor integratewith
existingbridges)thesescriptsmaybereplacedwith customisedvariantsfor yoursite's
preferredcon�guration.

7.3 Dri ver Domain Con�guration

I/O privilegescanbeassignedto allow a domainto directly accessPCI devicesitself.
This is usedto supportdriverdomains.

Settingbackendprivilegesis currentlyonly supportedin SXPformatcon�g �les. To
allow a domainto function asa backend for others,somewherewithin the vm ele-
mentof its con�guration �le mustbe a backend elementof the form (backend
( type )) wheretype may be eithernetif or blkif , accordingto the type of
virtual device thisdomainwill service.

Note that a block backendcannotcurrently import virtual block devices from other
domains,anda network backendcannotimport virtual network devices from other
domains. Thus (particularly in the caseof block backends,which cannotimport a
virtual blockdevice astheir root �lesystem),you mayneedto boota backenddomain
from aramdiskor anetwork device.

Accessto PCI devicesmaybecon�gured on a per-device basis.Xen will assignthe
minimalsetof hardwareprivilegesto adomainthatarerequiredto controlits devices.
Thiscanbecon�guredin eitherformatof con�guration�le:

� SXPFormat:Includedeviceelementsof theform:
(device (pci (bus x) (dev y) (func z)))

insidethetop-level vm element.Eachonespeci�estheaddressof a device this
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domainis allowedto access— thenumbersx,y andz maybein eitherdecimal
or hexadecimalformat.

� FlatFormat:Includea list of PCIdeviceaddressesof theformat:
pci = ['x,y,z', ...]

whereeachelementin the list is a stringspecifyingthecomponentsof thePCI
device address,separatedby commas.Thecomponents(x, y andz) of the list
maybeformattedaseitherdecimalor hexadecimal.

7.4 SchedulerCon�guration

Xenoffersaboottimechoicebetweenmultipleschedulers.To selectascheduler, pass
thebootparametersched=schednameto Xen, substitutingtheappropriatescheduler
name.Detailsof theschedulersandtheir parametersareincludedbelow; futurever-
sionsof thetoolswill provideahigher-level interfaceto thesetools.

It is expectedthat systemadministratorscon�gure their systemto usethe scheduler
mostappropriateto their needs.Currently, the BVT scheduleris the recommended
choice.

7.4.1 Borr owedVirtual Time

sched=bvt (thedefault)

BVT providesproportionalfair sharesof the CPU time. It hasbeenobserved to pe-
nalisedomainsthat block frequently(e.g. I/O intensive domains),but this can be
compensatedfor by usingwarping.

Global Parameters

ctx allow thecontext switchallowanceissimilarto the`quantum'in traditionalsched-
ulers. It is the minimum time that a scheduleddomainwill be allowed to run
beforebeingpre-empted.

Per-domain parameters

mcuadv the MCU (Minimum Charging Unit) advancedeterminesthe proportional
shareof theCPUthata domainreceives. It is setinverselyproportionallyto a
domain's sharingweight.

warp theamountof `virtual time' thedomainis allowedto warpbackwards

warpl thewarplimit is themaximumtimeadomaincanrunwarpedfor
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warpu theunwarprequirementis theminimumtimeadomainmustrununwarpedfor
beforeit canwarpagain

7.4.2 Atr opos

sched=atropos

Atropos is a soft real time scheduler. It provides guaranteesaboutabsoluteshares
of the CPU,with a facility for sharingslackCPU time on a best-effort basis. It can
provide timelinessguaranteesfor latency-sensitivedomains.

Every domainhasan associatedperiodandslice. The domainshouldreceive `slice'
nanosecondsevery `period' nanoseconds.This allows the administratorto con�gure
boththeabsoluteshareof theCPUadomainreceivesandthefrequency with which it
is scheduled.

Note: don't overcommittheCPUwhenusingAtropos(i.e. don't reserve moreCPU
thanis available— theutilisationshouldbekeptto slightly lessthan100%in orderto
ensurepredictablebehaviour).

Per-domain parameters

period The regular time interval during which a domainis guaranteedto receive its
allocationof CPUtime.

slice The length of time per period that a domain is guaranteedto run for (in the
absenceof voluntaryyieldingof theCPU).

latency The latency hint is usedto control how soonafter waking up a domainit
shouldbescheduled.

xtratime This is a boolean�ag thatspeci�eswhethera domainshouldbealloweda
shareof thesystemslacktime.

7.4.3 Round Robin

sched=rrobin

The round robin scheduleris includedas a simple demonstrationof Xen's internal
schedulerAPI. It is not intendedfor productionuse.
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Global Parameters

rr slice Themaximumtime eachdomainrunsbeforethenext schedulingdecisionis
made.
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Chapter 8

Build, Boot and Debug options

This chapterdescribesthe build- andboot-timeoptionswhich may be usedto tailor
yourXensystem.

8.1 Xen Build Options

Xen provides a numberof build-time optionswhich shouldbe set as environment
variablesor passedonmake'scommand-line.

verbose=y EnabledebuggingmessageswhenXen detectsan unexpectedcondition.
Also enablesconsoleoutputfrom all domains.

debug=y Enabledebug assertions.Impliesverbose=y. (Primarily usefulfor tracing
bugsin Xen).

debugger=y Enablethein-Xendebugger. Thiscanbeusedto debugXen,guestOSes,
andapplications.

perfc=y Enableperformancecountersfor signi�cant eventswithin Xen. Thecounts
canberesetor displayedonXen'sconsolevia consolecontrolkeys.

trace=y Enableper-cputracebufferswhich log a rangeof eventswithin Xen for col-
lectionby controlsoftware.

8.2 Xen Boot Options

Theseoptionsareusedto con�gure Xen's behaviour at runtime. They shouldbeap-
pendedto Xen'scommandline, eithermanuallyor by editinggrub.conf .

noreboot Don't rebootthemachineautomaticallyon errors. This is usefulto catch
debugoutputif youaren't catchingconsolemessagesvia theserialline.

nosmp DisableSMPsupport.Thisoptionis impliedby `ignorebiostables'.
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watchdog EnableNMI watchdogwhichcanreportcertainfailures.

noirqbalance DisablesoftwareIRQ balancingandaf�nity . This canbeusedonsys-
temssuchasDell 1850/2850thathaveworkaroundsin hardwarefor IRQ-routing
issues.

badpage=< pagenumber> ,< pagenumber> , . . . Specifya list of pagesnot to be
allocatedfor usebecausethey containbadbytes.For example,if your memory
testersaysthat byte 0x12345678is bad,you would place`badpage=0x12345'
onXen'scommandline.

com1=< baud> ,DPS,< io base> ,< ir q> com2=< baud> ,DPS,< io base> ,< ir q>
Xensupportsupto two16550-compatibleserialports.Forexample:`com1=9600,
8n1,0x408,5' mapsCOM1 to a 9600-baudport, 8 databits, no parity, 1 stop
bit, I/O port base0x408, IRQ 5. If somecon�guration optionsare standard
(e.g.,I/O baseandIRQ), thenonly a pre�x of thefull con�gurationstringneed
bespeci�ed. If thebaudrateis pre-con�gured(e.g.,by thebootloader)thenyou
canspecify`auto' in placeof anumericbaudrate.

console=< speci�er list> Specifythedestinationfor XenconsoleI/O. Thisisacomma-
separatedlist of, for example:

vga useVGA consoleandallow keyboardinput

com1 useserialport com1

com2H useserialport com2. Transmittedcharswill have the MSB set. Re-
ceivedcharsmusthaveMSB set.

com2L useserial port com2. Transmittedcharswill have the MSB cleared.
ReceivedcharsmusthaveMSB cleared.

The latter two examplesallow a single port to be sharedby two subsystems
(e.g. consoleanddebugger). Sharingis controlledby MSB of eachtransmit-
ted/receivedcharacter. [NB. Default for thisoptionis `com1,vga']

sync console Forcesynchronousconsoleoutput. This is useful if you systemfails
unexpectedlybeforeit hassentall availableoutputto theconsole.In mostcases
Xen will automaticallyentersynchronousmodewhenanexceptionaleventoc-
curs,but thisoptionprovidesamanualfallback.

conswitch=< switch-char>< auto-switch-char> Specifyhow toswitchserial-console
inputbetweenXenandDOM0. Therequiredsequenceis CTRL-< switch-char>
pressedthreetimes. Specifyingthebacktickcharacterdisablesswitching. The
< auto-switch-char> speci�eswhetherXen shouldauto-switchinput to DOM0
whenit boots— if it is `x' thenauto-switchingis disabled.Any othervalue,or
omitting thecharacter, enablesauto-switching.[NB. default switch-charis `a']

nmi=xxx Specifywhatto dowith anNMI parityor I/O error.
`nmi=fatal': Xenprintsadiagnosticandthenhangs.

38



`nmi=dom0': Inform DOM0 of theNMI.
`nmi=ignore': IgnoretheNMI.

mem=xxx Set the physical RAM addresslimit. Any RAM appearingbeyond this
physical addressin the memorymapwill be ignored. This parametermay be
speci�ed with a B, K, M or G suf�x, representingbytes,kilobytes,megabytes
andgigabytesrespectively. Thedefault unit, if nosuf�x is speci�ed,is bytes.

dom0 mem=xxx Settheamountof memoryto beallocatedto domain0.In Xen 3.x
theparametermaybespeci�ed with a B, K, M or G suf�x, representingbytes,
kilobytes,megabytesandgigabytesrespectively; if no suf�x is speci�ed, the
parameterdefaultsto kilobytes. In previousversionsof Xen, suf�x eswerenot
supportedandthevalueis alwaysinterpretedaskilobytes.

tbuf size=xxx Setthesizeof theper-cputracebuffers,in pages(default1). Notethat
the tracebuffers areonly enabledin debug builds. Most userscanignorethis
featurecompletely.

sched=xxx Selectthe CPU schedulerXen shoulduse. The currentpossibilitiesare
`bvt' (default), `atropos'and`rrobin'. For moreinformationseeSection7.4.

apic verbosity=debug,verbose Print more detailedinformation about local APIC
andIOAPIC con�guration.

lapic Forceuseof localAPIC evenwhenleft disabledby uniprocessorBIOS.

nolapic IgnorelocalAPIC in auniprocessorsystem,evenif enabledby theBIOS.

apic=bigsmp,default,es7000,summitSpecifyNUMA platform.Thiscanusuallybe
probedautomatically.

In addition,the following optionsmaybespeci�ed on theXen commandline. Since
domain0 sharesresponsibilityfor bootingtheplatform,Xenwill automaticallypropa-
gatetheseoptionsto itscommandline. TheseoptionsaretakenfromLinux'scommand-
line syntaxwith unchangedsemantics.

acpi=off,force,strict,ht,noirq,. . . Modify how Xen (anddomain0) parsestheBIOS
ACPI tables.

acpi skip timer override InstructXen(anddomain0) to ignoretimer-interruptover-
ride instructionsspeci�edby theBIOSACPI tables.

noapic InstructXen (anddomain0) to ignoreany IOAPICs that arepresentin the
system,andinsteadcontinueto usethelegacy PIC.

8.3 XenLinux Boot Options

In additionto thestandardLinux kernelbootoptions,wesupport:
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xencons=xxx Specifythedevice nodeto which theXen virtual consoledriver is at-
tached.Thefollowing optionsaresupported:

`xencons=off ': disablevirtual console
`xencons=tty':attachconsoleto /dev/tty1 (tty0 atboot-time)
`xencons=ttyS':attachconsoleto /dev/ttyS0

Thedefault is ttyS for dom0andtty for all otherdomains.

8.4 Debugging

Xen hasa setof debugging featuresthat canbe useful to try and �gure out what's
goingon. Hit 'h' on theserialline (if you speci�eda baudrateon theXen command
line) or ScrollLock-hon thekeyboardto geta list of supportedcommands.

If youhaveacrashyou'll likely getacrashdumpcontaininganEIP(PC)which,along
with anobjdump -d image , canbeusefulin �guring out what's happened.Debug
aXenlinux imagejustasyouwouldany otherLinux kernel.
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Chapter 9

Further Support

If you have questionsthat arenot answeredby this manual,the sourcesof informa-
tion listed below may be of interestto you. Note that bug reports,suggestionsand
contributionsrelatedto thesoftware(or thedocumentation)shouldbesentto theXen
developers'mailing list (addressbelow).

9.1 Other Documentation

For developersinterestedin portingoperatingsystemsto Xen,theXenInterfaceMan-
ual is distributedin thedocs/ directoryof theXensourcedistribution.

9.2 Online References

Theof�cial Xenwebsiteis foundat:

http://www.cl.cam.ac.uk/netos/xen/

This containslinks to the latestversionsof all on-line documentation(including the
latesetversionof theFAQ).

9.3 Mailing Lists

Therearecurrentlyfour of�cial Xenmailing lists:

xen-devel@lists.xensource.com Usedfor developmentdiscussionsandbug reports.
Subscribeat:
http://lists.xensource.com/xen-devel

xen-users@lists.xensource.com Usedfor installationandusagediscussionsandre-
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questsfor help.Subscribeat:
http://lists.xensource.com/xen-users

xen-announce@lists.xensource.com Usedfor announcementsonly. Subscribeat:
http://lists.xensource.com/xen-announce

xen-changelog@lists.xensource.com Changelogfeedfrom theunstableand2.0trees
- developeroriented.Subscribeat:
http://lists.xensource.com/xen-changelog
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Appendix A

Installing Xen / XenLinux on
Debian

TheDebianprojectprovidesa tool calleddebootstrap which allows a baseDebian
systemto beinstalledinto a �lesystemwithout requiringthehostsystemto have any
Debian-speci�csoftware(suchasapt .

Here's someinfo how to installDebian3.1(Sarge)for anunprivilegedXendomain:

1. SetupXen2.0andtestthatit' sworking,asdescribedearlierin thismanual.

2. Createdisk imagesfor root-fs andswap (alternatively, you might creatededi-
catedpartitions,LVM logical volumes,etc. if thatsuitsyoursetup).

dd if=/dev/zero of=/path/diskimage bs=1024k count=size_in_mbytes
dd if=/dev/zero of=/path/swapimage bs=1024k count=size_in_mbytes

If you're goingto usethis �lesystem/ disk imageonly asa `template'for other
vm disk images,somethinglike 300 MB shouldbe enough..(of courseit de-
pendswhatkind of packagesyouareplanningto install to thetemplate)

3. Createthe�lesystemandinitialise theswapimage

mkfs.ext3 /path/diskimage
mkswap /path/swapimage

4. Mount thedisk imagefor installation

mount -o loop /path/diskimage /mnt/disk

5. Install debootstrap

Makesureyouhavedebootstrapinstalledonthehost.If youarerunningDebian
sarge(3.1/ testing)or unstableyoucaninstall it by runningapt-get install

debootstrap . Otherwise,it canbedownloadedfrom theDebianprojectweb-
site.

6. InstallDebianbaseto thedisk image:

debootstrap --arch i386 sarge /mnt/disk \
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http://ftp.<countrycode>.debian.org/debian

Youcanuseany otherDebianhttp/ftpmirror youwant.

7. Whendebootstrapcompletessuccessfully, modify settings:

chroot /mnt/disk /bin/bash

Edit thefollowing �les usingvi or nanoandmakeneededchanges:

/etc/hostname
/etc/hosts
/etc/resolv.conf
/etc/network/interfaces
/etc/networks

Setupaccessto theservices,edit:

/etc/hosts.deny
/etc/hosts.allow
/etc/inetd.conf

Add Debianmirror to:

/etc/apt/sources.list

Createfstablike this:

/dev/sda1 / ext3 errors=remount-ro 0 1
/dev/sda2 none swap sw 0 0
proc /proc proc defaults 0 0

Logout

8. Unmountthedisk image

umount /mnt/disk

9. CreateXen2.0con�guration�le for thenew domain.Youcanusetheexample-
con�gurationscomingwith Xenasa template.

Makesureyouhave thefollowing setup:

disk = [ 'file:/path/diskimage,sda1,w', 'file:/path/swapimage,sda2,w' ]
root = "/dev/sda1 ro"

10. Startthenew domain

xm create -f domain_config_file

Checkthatthenew domainis running:

xm list

11. Attach to the consoleof the new domain. You shouldseesomethinglike this
whenstartingthenew domain:

Started domain testdomain2, console on port 9626

ThereyoucanseetheID of theconsole:26. Youcanalsolist theconsoleswith
xm consoles (ID is thelasttwo digitsof theportnumber.)
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Attachto theconsole:

xm console 26

or by telnettingto the port 9626of localhost(the xm consoleprogramworks
better).

12. Log in andrunbase-con�g

As adefault there'snopassword for theroot.

CheckthateverythinglooksOK, andthesystemstartedwithout errors.Check
thattheswapis active,andthenetwork settingsarecorrect.

Run /usr/sbin/base-config to setup theDebiansettings.

Setup thepassword for rootusingpasswd.

13. Done.Youcanexit theconsoleby pressingCtrl + ]

If you needto createnew domains,you canjust copy thecontentsof the `template'-
imageto thenew diskimages,eitherby mountingthetemplateandthenew image,and
usingcp -a or tar or by simply copying the image�le. Oncethis is done,modify
theimage-speci�csettings(hostname,network settings,etc).
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Appendix B

Installing Xen / XenLinux on
Redhator FedoraCore

WhenusingXen / XenLinux on a standardLinux distribution therearea coupleof
thingsto watchout for:

Note that, becausedomains¿0don't have any privilegedaccessat all, certaincom-
mandsin the default boot sequencewill fail e.g. attemptsto updatethe hwclock,
changethe consolefont, updatethe keytablemap,startapmd(power management),
or gpm (mousecursor). Either ignore the errors(they shouldbe harmless),or re-
move them from the startupscripts. Deleting the following links are a good start:
S24pcmcia , S09isdn , S17keytable , S26apmd, S85gpm.

If you want to usea singleroot �le systemthatworkscleanlyfor bothdomain0 and
unprivilegeddomains,a usefultrick is to usedifferent'init' run levels. For example,
userun level 3 for domain0, andrun level 4 for otherdomains.Thisenablesdifferent
startupscriptsto be run in dependingon the run level numberpassedon the kernel
commandline.

If usingNFS root �les systemsmountedeither from an externalserver or from do-
main0thereareacoupleof othergotchas.Thedefault /etc/sysconfig/iptables

rulesblockNFS,sopartway throughthebootsequencethingswill suddenlygodead.

If you're planningon having a separateNFS /usr partition, the RH9 boot scripts
don't make life easy- they attemptto mountNFS�le systemsway to late in theboot
process.Theeasiestway I foundto do this wasto have a /linuxrc scriptrun ahead
of /sbin/init thatmounts/usr :

#!/bin/bash
/sbin/ipconfig lo 127.0.0.1
/sbin/portmap
/bin/mount /usr
exec /sbin/init "$@" <>/dev/console 2>&1
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The oneslight complicationwith the above is that /sbin/portmap is dynamically
linkedagainst/usr/lib/libwrap.so.0 Sincethis is in /usr , it won't work. This
canbesolvedby copying the�le (andlink) below the/usrmountpoint,andjust let the
�le be'covered'whenthemounthappens.

In someinstallations,whereasharedread-only/usr is beingused,it maybedesirable
to move otherlargedirectoriesover into theread-only/usr . For example,you might
replace/bin , /lib and /sbin with links into /usr/root/bin , /usr/root/lib

and/usr/root/sbin respectively. Thiscreatesotherproblemsfor runningthe/linuxrc

script,requiringbash,portmap,mount,ifcon�g, andahandfulof othersharedlibraries
to be copiedbelow the mountpoint — a simplestatically-linked C programwould
solve thisproblem.
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Appendix C

Glossaryof Terms

Atr opos One of the CPU schedulersprovided by Xen. Atropos provides domains
with absolutesharesof the CPU,with timelinessguaranteesanda mechanism
for sharingout `slacktime'.

BVT The BVT scheduleris usedto give proportionalfair sharesof the CPU to do-
mains.

Exokernel A minimal pieceof privilegedcode,similar to a microkernel but provid-
ing a more`hardware-like' interfaceto the tasksit manages.This is similar to
a paravirtualisingVMM like Xen but wasdesignedasa new operatingsystem
structure,ratherthanspeci�cally to runmultipleconventionalOSs.

Domain A domainis theexecutioncontext thatcontainsa runningvirtual machine.
The relationshipbetweenvirtual machinesand domainson Xen is similar to
thatbetweenprogramsandprocessesin anoperatingsystem:a virtual machine
is a persistententity thatresideson disk (somewhatlike a program).Whenit is
loadedfor execution,it runsin adomain.Eachdomainhasadomain ID.

Domain 0 The�rst domainto bestartedon a Xen machine.Domain0 is responsible
for managingthesystem.

Domain ID A uniqueidenti�er for adomain, analogousto aprocessID in anoperat-
ing system.

Full virtualisation An approachto virtualisationwhich requiresno modi�cations to
thehostedoperatingsystem,providing theillusion of a completesystemof real
hardwaredevices.

Hypervisor An alternative term for VMM , usedbecauseit means̀ beyondsupervi-
sor', sinceit is responsiblefor managingmultiple `supervisor'kernels.

Li vemigration A techniquefor moving arunningvirtual machineto anotherphysical
host,withoutstoppingit or theservicesrunningon it.

Micr okernel A smallbaseof coderunningat thehighesthardwareprivilegelevel. A

49



microkernelis responsiblefor sharingCPUandmemory(andsometimesother
devices)betweenlessprivilegedtasksrunningonthesystem.This is similar to a
VMM, particularlyaparavirtualising VMM but typicallyaddressingadifferent
problemspaceandproviding differentkind of interface.

NetBSD/Xen A portof NetBSDto theXenarchitecture.

Paravirtualisation An approachto virtualisationwhich requiresmodi�cationsto the
operatingsystemin orderto runin avirtualmachine.Xenusesparavirtualisation
but preservesbinarycompatibilityfor userspaceapplications.

Shadow pagetablesA techniquefor hiding the layout of machinememoryfrom a
virtual machine'soperatingsystem.Usedin someVMMs to providetheillusion
of contiguousphysicalmemory, in Xen this is usedduringlivemigration.

Virtual Machine Theenvironmentin which a hostedoperatingsystemruns,provid-
ing theabstractionof a dedicatedmachine.A virtual machinemaybeidentical
to theunderlyinghardware(asin full virtualisation , or it maydiffer, asin par-
avirtualisation .

VMM Virtual MachineMonitor - thesoftwarethatallows multiple virtual machines
to bemultiplexedonasinglephysicalmachine.

Xen Xen is a paravirtualising virtual machinemonitor, developedprimarily by the
SystemsResearchGroupat theUniversityof CambridgeComputerLaboratory.

XenLinux Of�cial namefor theportof theLinux kernelthatrunsonXen.
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